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Editor’s Note

Technology touches nearly every part of our daily lives, and Flezcher Security
Review’s Summer 2019 issue examines the influence technology has on security,
whether it be IT or military technology. As editor-in-chief, I encouraged our editors to
go beyond the assumptions, and I believe this edition both evaluates and investigates
the complexity of technology and security.

This edition was possible thanks to the hard work of many, particularly Annalise
Burnett, the managing editor. Annalise assisted in many decisions and willingly took on
challenges, in addition to being an excellent editor. As the future editor-in-chief, I am
confident she will bring the journal further success. I also must highlight the incredibly
talented Keifer Chang, the creative director for £SR, for his keen eye and dedication to
producing a modern academic journal.

The senior staff members have routinely gone above and beyond in their positions.
Thank you to Chloe Logan, Lauren Michaels, Arthur Montandan, Tawni Sasaki, Maia
Brown-Jackson, Ryan Rodgers, and Senjuti Mallick for your dedication and leadership.
This journal is possible thanks to the hours they spent working with our contributors
and encouraging staff editors.

Professor Richard Shultz and the International Security Studies Program have once
again generously funded this journal, allowing us to focus on the quality of the articles.
The Fletcher Russia and Eurasia program has also provided the critical funding needed
to design this journal. Thank you both for your continued support.

I have been honored to work with so many talented people and read so many
interesting articles as editor-in-chief. I have aimed to produce a journal that looks
critically at the security issues we face today. Thank you to the contributors that have
critically evaluated issues facing our world today, and I hope some of your insights
and solutions result in a more secure world. I hope you enjoy this summer’s edition of
Fletcher Security Review.

Kacie Yearout
Editor-in-Chief
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Today, Moscow firmly
understands the need to
base the development of
its armed forces on.the
creation of modern weapon
systems

Trans-Baikal, Russia. Review of troops, held after Vostok-2018
(The Russian Presidential Press and Information Office / CC BY 4.0)



The Rise of Russia’s Hi-Tech Military

Samuel Bendett

INTRODUCTION

Following the end of the Cold War, the Russian
Federation lagged behind the United States in terms
of advanced technology in warfighting. However, after
substantial spending on modernization starting in 2008,
the Russian military and the nation’s defense sector
have been making great strides at developing remotely
operated and autonomous technologies and integrating
them in their tactics and combat operations. Russia
is also starting to invest in Artificial Intelligence (AI)
development with specific military applications. These
developments affect the ability of the United States to
meet the goals in its new National Security Strategy; in
order to meet its stated December 2017 objective of re-
newing American competitive advantage in key military
areas, the United States should be aware of key adversar-
ial developments such as Russia’s emerging unmanned,
autonomous, and Al capabilities, and prepare itself in
terms of appropriate capabilities, tactics, and plans.

DEFINING THE THREAT...

The Russian military establishment has discussed poten-
tial threats over a number of years, seeking to analyze
both likely adversary and domestic capabilities. Such
deliberations gained greater importance following Rus-
sia’s own military experience in Syria since 2015, when
the Russian government and its generals began noting
advanced technology like autonomous and robotics sys-
tems as significant mission multipliers. In fact, Russian
military experience in Syria has proved crucial in test-
ing out concept of operations (CONOPS) and tactics/
techniques/procedures (TTPs ) for future conflicts. For
example, in 2017, Russian President Vladimir Putin
said that autonomous robotic systems can cardinally
change the way Russia’s military operates, calling the use
of military robotic systems a major pivot in the right di-
rection.! In March 2018, General Valery Gerasimoyv, the
chief of the General Staff of the Russian Armed Forces,
noted that Syrian conflict represented the “contours of
future war.”? He called the Syrian experience “priceless”

for Russia’s military,® pointing out that the United States
and its allies used a wide arsenal of high-tech weapons
there, such as drones, satellites, and various robotic
systems, alluding that the Russian military was learn-
ing from its potential adversary and trying out similar
tactics and technologies in combat.*

Such tactics and technologies were also reviewed in
2016 by Putin, who said that the operation in Syria had
demonstrated “qualitatively increased capabilities” of
the Russian army and navy.’ In December 2018, Gerasi-
mov noted that the main empbhasis in the training of his
country’s military is placed “on the potential opposition
to the high-tech enemy,” without explicitly naming the
American or NATO forces.® “...We teach the troops to
conduct combat operations with a high-tech adversary
equipped with the most modern weapons, under the
conditions of conducting all types of reconnaissance
and electronic exposure, massive use of aircraft and
high-precision weapons,” the military commander said.’”

Today, Moscow firmly understands the need to base the
development of its armed forces on the creation of mod-
ern weapon systems: advanced complexes ensuring the
use of the latest technologies, such as military robotic
systems and unmanned aerial and naval autonomous
systems.® According to Dmitry Rogozin, the former
deputy prime minister who currently heads the Russian
space agency Roscosmos, the country’s State Armament
Program for 2018-2025 addresses this need by being
“inherently innovative,” and by aiming to create “in-
telligent” weapons, automatic control systems, and new
communications and intelligence systems.” In particular,
the program addresses the development of ground-based
automated systems and unmanned aerial vehicles for
Russia’s armed forces.'

...AND MEETING THE CHALLENGE

Today, the Russian military’s burgeoning fleet of un-
manned aerial vehicles (UAVs) provides a key mission
multiplier. Currently, the Russian military has more



Russian unmanned aerial vehicle at MAKS-2011 (Vitaly V. KuzminZa€GC BY-SA 4.0)

than 2,100 unmanned aerial vehicles throughout its ser-
vices, according to the Ministry of Defense (MOD)."
This makes the Russian unmanned aerial fleet one of
the largest in the world, behind the American fleet (at
more than 10,000 UAVs) and possibly larger than the
Chinese fleet.'* Moreover, starting in 2019, under the
defense procurement plan, the Russian military will

get more than 300 short-range UAVs annually.” While
until recently Russia lagged behind other powers such as
the United States, Israel, and China in developing long
range combat unmanned aerial platforms, Moscow has
proven very adaptable in using its existing capabilities in
its military TTPs.

The vast majority of Russian military drones are un-
armed, lightweight, short ranged, and relatively inex-
pensive. The workhorse of the Russian UAV fleet today
is a domestically-produced Orlan-10, with a range of up
to 120 km, forming nearly half of all UAVs flown by the
Russian military."* With a range of up to 250 km, medi-
um altitude, long endurance (MALE) drones known as
Forposts are Russia’s current longest-ranged UAV. The
Forpost-class UAV is itself an older Israeli design assem-
bled in Russia under a license agreement."

Although Russian drones have primarily been used
to support land-based targeting, the Russian military
is developing unmanned aerial systems for use in a

number of different missions, such as an intelligence,
surveillance, and reconnaissance (ISR) and targeting
platform for tanks,' artillery, and ship-based missiles.
Other disparate examples include UAV support to the
security of Russia’s mobile Strategic Missiles Forces and
for monitoring conditions at sea.'”

The Syrian campaign proved unprecedented for Russia
in fielding unmanned aerial platforms. According to the
MOD, Russia’s drones have flown at least 23,000 sorties
and logged 140,000 hours supporting intelligence,
surveillance, reconnaissance, and target acquisition
missions, far exceeding the number of sorties flown by
manned aircraft in that campaign.'®

...ADDRESSING KEY CAPABILITY GAPS IN THE
AlIR...

December 2018 was marked by a series of key an-
nouncements from the MOD about the country's
growing unmanned combat aerial systems capabilities."”
Going into Syria in 2015, Russia was lacking a key
combat element — the ability to hit targets quickly
following their identification and confirmation, one of
the key functions of unmanned combat aerial vehicles
(UCAVs) around the world today. Moscow's experience
in Syria underscored that point; despite fielding a large
number of ISR drones that enabled Russia to be more
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Moscow, Russia. The Ministry of Defense of the Russian Federation (Ohnedich-/ CC BY-SA 4.0)

precise in combat, the majority of targets were hit by
manned aviation or manned artillery forces. Hence the
push today to field an entire lineup of strike-capable
UAVs for a diverse range of missions. Recently, Putin
announced that key propriety areas for Russia’s military
in 2019 include an emphasis on “robotic systems” devel-
opment alongside artificial intelligence.?

Opver the past decade, the lack of key expertise and high-
tech components needed to build long-range combat
and strike UAVs have challenged the Russian defense
industry. Delays in deliverables also plagued the efforts
by Russian organizations and enterprises that pioneered
work on UAV systems in the country. As a result, the
entire schedule of many projects was delayed by several
years. A good example is Simonov Design Bureau, the
company originally in charge of building a long-range
high altitude, long endurance (HALE) UAV known
both as Altair and Altius.” This was one of the most
ambitious UAV projects in Russia - the objective was

to build an indigenous drone capable of carrying up

to 2.5 tonnes of cargo, equipment, and weapons to a
distance of up to 6,000 miles. Earlier estimates that this
UAV would be fully operational by 2018 did not prove
true. After Simonov depleted its budget allocated for the
project and asked MOD for more funding, the defense
establishments transferred key parts of the project to

UZGA defense enterprise. The new managing compa-
ny is the same one responsible for assembling Forpost
UAV:s for the military. In December 2018, MOD
promised that the Altius would take to the skies in 2019
- given the fact that Simonov has produced a prototype
that has already flown, this promise may indeed materi-
alize.?? The real issue will be the quality of that test flight
— whether Altius will fly as intended and with the right
amount of key equipment.

The MOD also mentioned work on a strike version of
the Forpost mid-range drone. Capable of distances up
to 250 kilometers, it is currently Russia's longest-ranged
drone. Under the earlier license agreement with Israel,
this UAV could only be assembled as an ISR version.
The Russian military values this particular unmanned
vehicle and has long wanted to turn it into something
more than an extra pair of eyes in the sky. Today,
UZGA, the defense enterprise responsible for assem-
bling it in Russia, claims that the "Russified" version of
Forpost is already available and carries Russian-made
components so that no further cooperation with and de-
pendence on Israel would be necessary.”” Adding strike
capabilities to Forpost would give Russia an immediate
ability to hit targets within a 250 kilometer range — in
other words, giving it the ability to strike most adversary
targets in Syria where Russian forces are still conducting
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operations. Given that Forpost itself is an older UAV
model, it is likely that the Russian military will use it
as a test bed to further refine its UAV manufacturing
abilities, as well as to test indigenous munitions.

The MOD likewise named Orion UAV as another un-
manned vehicle that is set to fully see the light of day in
2019.% Orion shares similar characteristics with For-
post, such as a range of 250 kilometers.” It is possible
that its range could be extended further — current Orion
versions are showcased as ISR models, but there have
been discussions that an armed version could be of-
fered for export. This particular UAV has similar design
features to the ever-growing family of unmanned aerial
vehicles all over the world; it bears close resemblance

to the American RQ-9 Reaper and Chinese CH-4 and
Ch-5 drones, as well as to the Iranian Shahed and Turk-
ish Anka UAVs.

The Russian Ministry of Defense also mentioned
Ohotnik UCAV.?* The Ohotnik is the most intriguing
and interesting project of its kind in Russia. Original-
ly started around 2011-2012, this UAV has also been
delayed by a number of years. In the fall of 2018, MOD
carried out the first "taxiing” test, where an Ohotnik
prototype was accelerated on the runway to test its
engine. For 2019, the Russian defense establishment
has promised a test that will include a short-duration
"jump" — the UCAV will rise ever so briefly above the
tarmac to test its launching and landing capabilities. It
will be Russia’s heaviest and fastest UAV when fielded,

but additional testing and evaluation needs to take place

in order for this unmanned system to be fully function-
al. Its high speed - up to 1000 km/hr, and heavy weight,
projected to be at up to 20 tonnes - means that a host
of aerodynamic, electronic, and high-tech issues need

to be worked out.”” Given the delays experienced with
the Altius project, the MOD should probably be more
conservative with Ohotnik estimates. However, the very
appearance® of the Ohotnik rising in the air - a stealthy
blended-wing design - will be a powerful PR coup for

a country that has lagged behind nations such as the
United States, Israel, and China in actual UCAV devel-

opment and combat use.

There are other UAV platforms that the Russian defense
establishment has been testing and evaluating. One of
such systems is the Korsar MALE UAYV, which the Rus-
sian military exhibited at the May 9 Victory Parade in
Moscow.”” Today, the Korsar is ranging up to 180 km,
and it too could have an extended operational range

in the near future. Supposedly, this UAV was actually
tested in Syria.*® The Russian military is also evaluating
the Carnivora UAV with the capacity to hunt smaller
adversary UAVs and deliver munition strikes.>' All these
UAVs, if and when fielded as planned and as advertised,
will give Russia the capability to strike targets at a range
anywhere from 250 kilometers up to several thousand
kilometers. Moreover, these and other unmanned aerial
systems in development are designed with the ability to
operate in an environment when radio-electronic signals
are suppressed, as well as to navigate without GPS or
GLONASS.** Such technology capabilities could give
the Russian military the flexibility it has long sought —



for example, its Syrian actions depended on manned air-
borne assets conducting deep-strike against designated
targets, which in turn depended on an extensive logistics
and infrastructure network to support such missions.
Launching long-range UCAVs that would take off from
Russian (or Russian-allied) territory would exponential-
ly increase MOD's ability to conduct missions in the
near abroad and possibly around the world. Of course,
that would depend largely on the domestic defense
sector actually delivering what was initially promised,
something that some UAV projects have so far struggled
to accomplish.

Moreover, while the Russian military has gained ex-
tensive experience operating a wide range of close- and
short-range UAVs and has commenced force-wide train-
ing and usage of these unmanned systems, operating
large and heavy drones would be a different story. This
kind of technology requires different training, as well as
different logistical and infrastructure support. Getting
these UCAVs into the military will require a change to
existing CONOPS and TTPs, something that will take
time as the Russian military will need to become famil-
iar with a different level of technological sophistication.
Still, these UAVs are finally moving past the prototype
stage. With the Ministry of Defense paying very close
attention to these projects, these designs’ announced
2019 debut is likely; however, their eventual acquisition
is still years away. Nonetheless, Russia’s potential “high-
tech adversaries” have been put on notice, and the time
when the United States military reigned unchallenged
with its MALE and HALE UAVs is nearing its end.
Russian UCAYV plans will have important implications

for the way Moscow thinks about, designs, tests, and
eventually conducts warfare.

...ON LAND AND AT SEA...

When it comes to Russia’s unmanned ground systems
(UGVs), the country is developing an entire lineup to
meet various combat needs.*”® These include small sys-
tems for better ISR to large, tank-sized vehicles loaded
with long-range, anti-tank and anti-aircraft weapons.
While most of them are still undergoing testing and
evaluation, some have already undergone a trial by

fire. Russia took its heaviest UGV, Uran-9, to Syria for
“near-combat testing”, where the users and developers
discovered that it failed along all major criteria — from
engine to targeting to firing to communications to other
key systems.* This rather unexpected problem nonethe-
less resulted in the emergence of a possible UGV CON-
OPS for the Russian military — the use of such system
in a one-off attack role, a possible “kamikaze” strike
squad that identifies and targets adversary positions,
weapons, and personnel. How that will actually play out
is unclear given the rather expensive price tag for such
weapons in terms of material and man-hours needed to
build it, but the Russian military is keen to explore this
in the coming years and has already announced that this
UGV will be officially acquired by the armed forces.*
While another combat UGV, Soratnik, may have also
been tested in Syria,*® the military will soon start acquir-
ing non-combat demining UGVs — Uran-6, Scarab and
Sphere — that have served with the country’s military in
Syrian combat.”

Vikhr reconnaissance-assault unmanned ground vehicle (Vitaly V. Kuzmin / CC BY-SA 4.0)
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At sea, the Russian military-industrial complex is
likewise developing a range of unmanned underwater/
surface vehicles (UUV/USV) for the navy. Official
announcements state that no fewer than 17 designs are
currently in development,®® while some UUVs like Gal-
tel were already used in Syria for sea-floor mapping and
monitoring.*” The Russian Navy is keen on using UUV
and USV in ISR, monitoring, demining, anti-subma-
rine, and target acquisition roles,* while such vehicles
will also help in exploring and guarding the country’s
Arctic domain.*"While the Western media picks up on
“big-ticket” items like Poseidon nuclear-powered and
nuclear-equipped UUV,? the rest of the country’s UUV/
USV work that does not get much attention overseas

is marked by “import-substitution” drive, referring to
replacing imported technology with domestic technol-
ogy. While government claims that such “substitution”
is well on its way, much remains to be seen in terms of
the Russian technological potential actually stepping up
to deliver promised results. As with some UAV projects,
certain delays and schedule adjustment would be inevi-
table, but given Moscow’s desire to once again be a peer
competitor in the maritime domain, the pressure from
the Kremlin and the MOD may yield desired outcomes.

...AND GETTING SMART WITH AI.

The overall Al development in the Russian Federation
is rapidly growing, both across the private sector as
well as the government and the country’s military. Just

recently, Putin remarked that, to him, the most inter-
esting area of national research involves Al, along with
genetics.® Today, a lot of Al-related research takes place
at the Russian Ministry of Defense, which is dedicat-
ing financial, human, and material resources across its
vast technical, academic, and industrial infrastructure.
Russia’s private-sector Al development is also enjoying
a revival, due in large part to the nation’s overall strong
STEM academic background that is so conducive to
high-tech development.

The most significant defense-oriented effort is taking
shape at the Advanced Research Foundation (ARF -
®dona nepenekTHBHBIX UccnenoBanuii (PITN)). The
Russian government established ARF as an analogous to
the United States’s DARPA (Defense Advanced Research
Project Agency) in October 2012.% Today, ARF encom-
passes“ research laboratories.” On March 20, 2018,
ARF announced that it had prepared proposals for the
MOD on the standardization of Al development, which
includes the following key areas:*® image recognition,
speech recognition, enabling control of autonomous
military systems, as well as Al’s support for weapons
life-cycle.

ARF announced these principles in March 2018 ata
major forum titled “Al: Problems and Solutions.”* This
event was organized by the MOD, Ministry of Educa-
tion, and the Russian Academy of Sciences in order to
advance proposals aimed at the mobilization of the state

Tula, Russia. Meeting on the work of the Advanced Research Foundation
(The Russian Presidential Press and Information Office / CC BY 4.0)
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and the scientific community toward Al work.* In his
address to the conference participants, Russian De-
fense Minister Sergei Shoigu specifically called for the
country’s civilian and military designers to join efforts
to develop artificial intelligence for the nation’s tech-
nological and economic security.”® This international
symposium’s key result was the publication of the 10-
step recommendation “roadmap” for Al development in
Russia.”® This roadmap outlined proposed public-private
partnerships and short- to medium-term developments
that should be undertaken. It called for multiple ini-
tiatives that included: an Al and Big Data consortium,
building out the national automation expertise and cre-
ating a state system for Al training and education, and
running military games that will determine the impact
of artificial intelligence on military operations at the tac-
tical, operational, and strategic levels.

One of the roadmap’s most important proposals came
from the Russian Academy of Sciences and the ARE It
called for the establishment of a National Center for Ar-
tificial Intelligence (NCAI).”>! The MOD, as one of the
driving forces behind such proposals, claimed to have
enough academic know-how to start building out realis-
tic Al capabilities. During the March 2018 conference,
Russian Deputy Minister of Defense Nikolai Pankov
stated that, “of the 388 scientific research institutions
(in the Ministry of Defense of Russia), 279 are concen-

12

trated in military schools, and most of them are actively
engaged in research in the field of artificial intelligence,
robotics, military cybernetics, and other promising ar-
eas.”” To underscore an emerging systemic approach to-
wards artificial intelligence development in the country,
Russian civilian organizations and technical centers are
expected to release an Al roadmap in mid-2019 in order
to accelerate and “digitize” the domestic economy.” Two
key organizations involved in the March 2018 efforts
are part of this new plan: the military-affiliated ARF
and the Russian Academy of Sciences. Moreover, Putin
is pushing his government to come up with a national
Al roadmap this year that would presumably draw on
previous efforts to develop an overarching national strat-
egy for artificial intelligence development.**

The MOD’s efforts to build out infrastructure enabling
Al development are also exemplified by the creation of
a military innovation “technopolis” in Anapa, on the
Black Sea Coast, called “ERA.”> This high-tech city will
consist of a science, technology, and research develop-
ment campus, where the military and the private sector
can work together. The ERA will host an “Al Lab” —
another major item in the 2018 “roadmap” that will be
supported by the MOD, Federal Agency for Scientific
Organizations, Moscow State University, and the Rus-
sian Academy of Sciences, and will be staffed by soldiers
from the scientific companies and regiments.”® Work on



ERA began in 2018 and is projected to be completed by
2020, when it will be staffed by around 2,000 research-
ers. Russian military is already sending soldiers from

its science and technology detachments to start work
there.””

Currently, the Russian military is working on incorpo-
rating elements of Al in its various weapons systems.’®
The Russian military has also highlighted the impor-
tance of Al in data collection and analysis in order to
facilitate information processing. Specifically, in March
2018, then-Deputy Defense Minister Borisov stated
that Al development is necessary to effectively count-

er opponents in the information space and to win in
cyberwars.”” Given Russia’s ongoing and robust efforts
in information warfare, it is expected that Al would
play a more prominent role in the coming years. Russia’s
civilian Al developments in image and speech recogni-
tion may also be incorporated into defense and security
applications down the line. It is also important to note
that at this point, there have been no official statements
that alluded to any dissent in the Russian Al communi-
ty against the use of its technologies for military purpos-
es, in contrast to the ongoing dispute at Google on its
role in the American defense sector.’

CONCLUSION

The Russian defense sector is gearing up for a long-term
high-tech competition with its perceived adversaries

— namely, the United States and NATO. In Moscow’s
viewpoint, gone are the days when the country’s mil-
itary looked with envy at the latest Western military
actions around the world. While certain issues remain,
the Russian MOD and its military-industrial sector are
more in sync than at any point since 1991. Beginning in
2012, the MOD established departments®' and centers®
dedicated to developing unmanned and robotic tech-
nologies and creating a systemic approach that aims to
streamline and facilitate these weapons from their initial
development to the eventual (or potential) acquisition.
This development of new weapons is well underway

— technologies capable of extending Russian military’s
reach in combat give it a better situational awareness
and save soldiers’ lives. Unmanned aerial, ground, and
sea-based systems are key in this process. Moreover,
Moscow wants to eventually endow such systems with
some form of Al for more effective combat roles. Still

— while the Russian defense sector has proven capable
in designing a diverse suite of unmanned systems, the

13

government will have to reconcile the budgetary issues
and combat realities against the military’s acquisition
wish lists, which will affect what “robotic complexes” are
ultimately purchased and fielded. Nonetheless, the past
seven years of developments across the Russian defense
sector indicate that as the Russian military matures to
more advanced tech levels, the United States would have
to eventually face a more effective and capable adversary.
This will challenge the U.S. military to develop new
CONOPS in countering what it has not done for many
years — a peer adversary eager to field breakthrough and
advanced military technology in combat.
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Challenges Technologies Pose to

U.S.-Russia Arms Control
A Conversation with Dr. Heather Williams

Interviewed by FSR Staff

Fletcher Security Review: Could you describe your
current work on U.S.-Russia arms control?

Heather Williams: For the past two years, I have partic-
ipated in Track 1.5 and Track 2 dialogues with Russia,
specifically on arms control. As you can imagine, these
have largely been dominated by disputes around the
INF Treaty. The dialogues can be frustrating due to a
tendency to “shame and blame,” but they are also a great
opportunity to hear the Russian perspective and try to
foster dialogue. I'm encouraged by these dialogues as we
often identify areas of misunderstanding and miscom-
munication, and because they typically include a next
generation component. I'm hopeful these relationships
will carry over and lay the groundwork for dialogue for
decades to come. At the same time, the dialogues are
very difficult at present and it is impossible to ignore the

feelings of distrust on both sides.

Additionally, I lead studies on the future of arms con-
trol with a focus on potential for U.S.-Russia strategic
bilateral arms control. Over the long-term, I'm actually
optimistic about prospects for U.S.-Russia arms control
- it is in both countries' interests to reduce risks of esca-
lation and avoid a costly arms race, and arms control is
one of the best tools for achieving that. However, arms
control of the future is likely to look different from arms
control of the past. There are limited prospects for the
U.S. Senate ratifying another treaty, especially in light
of Russia's violations of the INF Treaty. Arms control
might no longer be bilateral strategic legally-binding
treaties, but rather asymmetric exchanges and confi-
dence-building measures. In the short-term, however,
this is a difficult time for arms control as both the Unit-

Soviet Union General Secretary Gorbacheyv (left) and United States President Reagan (right) signing the INF Treaty
(White House Photographic Office / Public Domain)
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ed States and Russia feel cheated and like the other side
can't be trusted.

FSR: How has social media impacted conflict escala-
tion, particularly between the United States and Russia?
Do you think it will escalate tensions further, or become
less motivating?

HW: Social media has the potential to increase the risks
of misperception leading to conflict escalation. But
there is still a lot about social media, and other poten-
tially disruptive technologies, that we don't understand.
Are tweets interpreted the same way as more tradition-
al forms of signaling? What makes a tweet credible?
Ultimately, I don't think a tweet can start a war, but
rather the underlying geopolitical context (and contests)
could create a highly volatile environment in which all
signals are likely to be misinterpreted. Especially given
some domestic trends in the both the United States and
Russia, these signals might be represented as particularly
threatening and cause for pre-emption or escalation.
Another concern with social media signals is that we
don't know what is real and what is bluster. If a govern-
ment is trying to signal something, I doubt they would
use Twitter to do so, and for the most part, social media
falls into the “bluster” category. But if someone ever did

Donald J. Trump (@realDonaldTrump)

try to use it to send genuine signals, we would probably
miss it. Again, the geopolitical context in which this
happens is extremely important.

FSR: In your perspective, are we likely to see an increase
in other types of weaponry—conventional, Al, cyber—
before any progress is made in nuclear disarmament?

HW: Yes, we are already seeing it. These emerging
technologies add to the complexity of strategic stability,
threatening arms races of crisis escalation, depending
on how they are used. Countries with a conventional
or nuclear disadvantage may try to exploit these tech-
nologies asymmetrically to strengthen their deterrence
or gain a strategic advantage. At the same time, these
technologies could reduce reliance on nuclear weapons.
Ultimately, we don't yet fully understand whether or
not they will have a stabilizing or de-stabilizing effect.

FSR: What do you see as the largest obstacles to disar-
mament? Are they changing?

HW: The return to great power competition presents a
significant challenge for nuclear reductions and disarma-
ment. Ultimately countries rely on nuclear deterrence
or extended nuclear deterrence because they feel it is
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President of Russia Dmitry Medvedev (left) and President of the United States Barack Obama (right) discuss New
START (The Russian Presidential Press and Information Office / CC BY 4.0)

essential to their security and deterring nuclear or other
existential threats. President Barack Obama's state-
ments about pursuing the “peace and security of a world
without nuclear weapons” were made during a very
different era of U.S.-Russia relations. Russian aggression
in Ukraine and pursuit of new nuclear capabilities, such
as intermediate-range cruise missiles, has confirmed the
importance of nuclear deterrence for many European
states. Despite this, however, I do not think nuclear dis-
armament is impossible - rather, both the United States
and Russia have a shared interest in reducing the risks
of nuclear use, which includes arms control and arms
reductions.

FSR: Do you think nuclear disarmament is possible in
our lifetime? If so, how might it come about and how

long might the process be?

HW: Probably not in my lifetime. But the pursuit of
that goal is a worthy objective as long as it does not

Dr. Heather Williams

undermine strategic stability, increase the likelihood

of conflict, or jeopardize America's commitment to its
allies. It's worth recalling that arms control does not
equal disarmament. Arms control is actually a tool

for security and defense policy to gain insight into an
adversary's arsenal and reduce risks. No matter how

bad U.S.-Russia relations are, I believe neither wants a
conflict to escalate to nuclear use (allegations that Russia
has a doctrine of “escalate-to-deescalate” misrepresent its
strategy). This fundamental and shared interest should
be the foundation going forward and takes two forms.
On the one hand, it requires a strong deterrent to signal
commitment and prevent escalation. And on the other
hand, it requires a willingness to engage in dialogue.
Right now, that balance is about 90:10 and both sides
are understandably distrustful because of treaty viola-
tions and withdrawals. But history shows the balance
can swing the other way either due to a change in
personalities, a "close call”, or given enough time when
geopolitics improve.

Dr. Heather Williams is a lecturer in the Defence Studies Department and Centre for Science and Security Studies

at King’s College London. She also does research for the Institute for Defense Analyses on Strategy, Forces, and
Resources, and previously was a Research Fellow at Chatham House. Williams received her doctorate from King’s Col-
lege London for her dissertation on U.S.-Russia arms control from 1968-2010.
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Preparing a MQ-9 Reaper for flight during Combat Hammer
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The Intelligence Cycle of Targeted
Killing in the United States

Dr. Christine Sixta Rinehart

The United States has been using Remotely
Piloted Aircraft (RPA) to assassinate terrorist targets
since its first RPA strike on November 3, 2002, when
a U.S. Predator fired a hellfire missile at a car traveling
through the Mar’ib province of Yemen. The intelligence
cycle of this targeted killing process is murky at best,
and the policy has changed throughout the successive
administrations of U.S. presidents. Details exist but
there is no defined tangible chain of analysis concerning
the selection of the target, the monitoring of the target,
and finally, the assassination of the target. This paper
attempts to elucidate the intelligence chain of analysis
concerning American targeted killing and examine how
the intelligence cycle of targeted killing varies through
successive presidential administrations.

This paper will begin with a short analysis of relevant
literature, although sources concerning this topic are
scarce. The occurrence of targeted killings of U.S.
citizens will also be explained in the literature section.
The paper will continue with an elaboration of a generic
intelligence cycle model, which will be used to illustrate
the intelligence cycle of U.S. targeted killings using both
the Reaper and the Predator RPA."! The paper will then
address differences in the intelligence cycles and pro-
cesses that have occurred between successive presidents
since targeted killing first began in 2002 with President
George W. Bush. Lastly, the paper will provide policy
prescriptions in reference to improving targeted killing

in the Middle East and Africa.
WHAT DOES THE LITERATURE SAY:

The concept of targeted killing requires some elabo-
ration so the reader can understand how the process
works. The United States first developed its own RPAs
(previously known as Unmanned Aerial Vehicles) under
the Clinton administration. Originally, the RPAs were
used for surveillance and reconnaissance, but, eventual-
ly, after witnessing a similar strategy used by Israel, the
idea emerged that Hellfire Missiles could be strapped
onto RPAs to destroy targets. RPAs have been devel-
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oped by the Israelis for reconnaissance, surveillance,
and targeted killing during the Intifadas. However, the
Israelis were not keen on sharing the technology with
the United States. U.S. companies such as Boeing and
Northrop Grumman subsequently developed the U.S.
RPA technology used for the surveillance and targeted
killing of terrorists.

Targeted killing is defined as the pursuit and assassina-
tion of terrorists. RPAs are mostly used for reconnais-
sance, in addition to surveillance and assassination. The
targets are found and/or hunted on a regular basis by
pilots located primarily at Creech Air Force Base out-
side Las Vegas, Nevada, or the Air Operations Center
(AOC) at al-Udeid Air Base in Qatar. Pilots and sen-
sor operators are trained at Holloman Air Force Base

in Alamogordo, New Mexico. Sensor operators help
determine wind speeds and weather conditions to assist
the pilots, as well as guide the Hellfire missile to the
target once fired. The pilot is responsible for remotely
flying the RPA. Pilots and sensor operators sit next to
one another in tractor trailer storage containers, com-
municating constantly, as they fly RPAs located on bases
across the Middle East and Africa. The technology is
located in enclosed tractor trailers like those that are
used on semis to quickly move and transport the tech-
nology. Pilots can see within about ten feet of the target
on a clear day, so they will most likely never see the
RPAs that they are operating. All care and maintenance
of the RPAs occurs at the bases in the Middle East and
Africa. The RPAs are tracked and monitored by teams
commonly known as the Distributed Common Ground

System (DCGS), which are located all over the world.

When a target is located and the occasion is suitable

for assassination, one or two Hellfire Missiles that have
been strapped to an RPA are used to kill the target.
There is also a GBU-12 Paveway II bomb or 500-pound
bomb strapped on to the RPA. Typically, a short lapse
occurs after firing due to all the integrated communi-
cation systems throughout the world that are working
together. Pilots and sensor operators will usually return



to the scene a few minutes after firing to ensure that the
target is dead and to pursue more targets, (often called
squirters) if necessary. The United States does not keep
track of its own casualties or at least casualty lists are
not published and declassified for public consumption.
Think tanks and publications such as 7he Bureau of
Investigative Journalism and The Long War Journal keep
track of targeted killing data independently. However,
the U.S. Air Force, which has published data on Af-
ghanistan, and U.S. presidential administrations dis-
agree with their high numbers.

As time has progressed, U.S. presidents have come to
rely on RPAs to support military and intelligence oper-
ations throughout the world, often assassinating targets
as needed. President George W. Bush ordered approx-
imately two RPA strikes per day during his presidency,
and President Barack Obama ordered around ten RPA
strikes per day.? On average, President Donald Trump
has ordered less than ten RPA strikes per day, slightly
less than President Obama.? The strikes have killed
thousands of people in countries including Afghani-
stan, Iraq, Libya, Pakistan, Nigeria, Somalia, Syria, and
Yemen in the pursuit of terrorists. Many of the casu-
alties have been the result of “collateral damage,” and
countries such as Pakistan have citizenry suffering from
post-traumatic stress disorder (PTSD) as a result of the
constant noise of RPAs flying over their heads. On a
positive note, several high-value terrorists have been
assassinated, including Abdullah Haqqgani and Abu Saif
al-Jaziri. However, the collateral damage rates for these
strikes are problematic and, as seen in Afghanistan, are
at times as high as 11 civilians per targeted terrorist.*
These rates are tricky to pinpoint, as the people who are
identified as “noncombatants” by the local population
may actually be lesser combatants or low-level terrorists
within the organization.

The established literature that discusses how the in-
telligence cycle of targeted killing works is based on
anecdotal stories and personal experiences. Academic
research literature does not exist. For example, the first
chapter in Andrew Cockburn’s book Kill Chain tells a
detailed true story of a targeted killing attack gone awry
in Afghanistan in 2010.° In the story, the pilot and sen-
sor operator are given a convoy to target, which unbe-
knownst to them turns out to be made up of non-com-
batant women and children. The pilot and sensor
operator are handed down the decision by higher ups
who decide who and what to target. In this instance, the
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Air Force and intelligence agencies do not fair favorably.
As illuminated by Cockburn’s anecdote, the process of
targeted killing appears to be quite haphazard and pos-
sibly criminal due to the various mistakes and lapses in
judgement that occur. Cockburn asserts that Air Force
personnel fire the Hellfire missiles just to kill some of the
enemy. There is very little oversight over the pilot and
sensor operator in this story.

In other books, such as Predator: The remote-control air
war over Iraq and Afghanistan: a pilot's story, Lt. Colonel
Matt J. Martin talks about his experiences as a RPA
pilot.® As made evident in his book, Martin is given a
significant amount of leeway as to which people should
be targeted. Often, Martin would follow his assigned
target for days before striking. He states: “My job was to
find targets, al-Zarqawi if I were lucky. I was a patient,
silent hunter. I was armed.”” Other times, Martin would
find something interesting, start following the target,
and would then kill if it was a terrorist suspect. Most
likely, Martin was working under President W. Bush.

In fact, one could argue that pilots and sensor operators
are given unrestricted authority as to whom to target.
Although the president and his administration have a
wish list, in many instances the everyday targeting could
be delegated to Air Force personnel. However, after
numerous interviews with Creech Air Base personnel,

it was affirmed that pilots and sensor operators never
pick a target, nor do they have any authority over who
is targeted.® This decision is made by Air Operations
Center administration or even higher up the chain of
command.

THE INTELLIGENCE CYCLE

There are many models of the intelligence cycle. For
the purpose of simplicity, we will use the basic intelli-
gence cycle on the CIA’s website, which has five stages.
This process is illustrated in Figure 1: The Intelligence
Cycle. The first stage is planning and direction. In

this stage, the consumer will ask for the intelligence
that they need. The consumer may be anyone from

the president of the United States to leadership in the
CIA or FBI. Military intelligence or the Department
of Defense may also be a consumer. In the next step,
entitled “collection,” information will be gathered from
numerous sources both covertly and overtly by military
intelligence, the CIA, FBI, or Department of Homeland
Security. In the third stage, the data will be processed
and put into an intelligence report. The fourth stage



includes analysis and production, where the effects of
the information are analyzed. For example, it will be
determined what is occurring, why certain situations are
occurring, what could possibly occur next, and lastly,
how it affects the actor that asked for the intelligence or
other actors. In the last step of the intelligence cycle, the
information will be disseminated to the original request-
ing party, in addition to interested third parties that
may need to know the intelligence.’

Figure 1: The Intelligence Cycle

Although this is a basic model, veteran Air Force officer
Arthur S. Hulnick found numerous problems with the
model that should be acknowledged. The first problem
with this model is that policymakers usually do not ask
for intelligence. Rather, intelligence personnel typically
predict the needs of policymakers and take the initiative
to find the information that is deemed necessary. In the
next step of the intelligence cycle process, gaps of infor-
mation will be filled once the process is underway. Some
information will take months to find and the process

is not neat and tidy. In fact, the process may occur in a
roundabout way where parties communicate back and
forth concerning information. Hulnick states that the
real drivers of the intelligence cycle are intelligence man-
agers who are usually operating parallel to policymakers.
In many instances, information sharing does not occur
between intelligence agencies and policymakers due to
“information restriction, psychological barriers, fear of
compromising sources, and security concerns.”'" Intelli-
gence personnel will often hold back the most pertinent
and necessary information until the generic reports have
been delivered to senior policy officials. For the most
part, the purpose of withholding information is to high-
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light certain personnel or to score brown-nosing points
with officials. Hulnick points out that these problems
occur when the intelligence cycle confronts the real
world.

The targeted-killing intelligence cycle does not necessar-
ily follow this model either, but it does give us some-
where to start. Like Hulnick states: “The intelligence
cycle is a flawed vision, and thus poor theory. One need
only ask those who have toiled in the fields of intelli-
gence.”? In the targeted-killing intelligence model, the
planning and direction stage can be initiated by nu-
merous actors. These actors may include the president,
the president’s administration, the CIA, the FBI, top
military personnel, or on-the-ground Air Force person-
nel. There are two kinds of targeted killing strikes—per-
sonality and signature strikes—although policymakers,
not the U.S. Air Force, use this language. Personality
strikes are targeted attacks on a person who has been
identified as a terrorist leader. These strikes are usually
ordered by the president or top officials, depending on
the administration in power. A signature strike targets

a militant who might be unknown but who has been
determined through patterns of life and surveillance

to be a part of a terrorist organization. In the case of
signature strikes, Air Force personnel are often gathering
information, analyzing it, and then making decisions,
therefore deciding and carrying out stages two through
five. Personality strikes were initiated by President Bush
in Afghanistan. The “Terror Tuesday” meetings, de-
scribed in detail below, that President Obama controlled
were predominately organized for personality strikes. It
is likely that President Obama’s administration perfect-
ed, if not created, the signature strike.

Personality strikes are usually determined by intelligence
collected from the CIA and were initiated by President
Bush. In carrying out a personality strike, the Special
Operations Command (SOCOM) first familiarizes
Special Forces with a particular geographical area. The
Department of Defense’s Joint Special Operations
Command (JSOC) then plans RPA strikes in conjunc-
tion with the Air Force and SOCOM. SOCOM is the
parent organization of JSOC, whose budget is entirely
classified. Personality strikes under the Bush and Obama
administrations were strictly controlled by the president
and his top aides. Ultimately, however, the president
and his administration made the decision as to who was
to be assassinated. Under President Trump, the choice
of targets has been delegated to high-ranking intelli-



gence and military personnel. These differences between
administrations will be discussed in the next section
concerning the styles of various administrations. The
targets may be found or chosen by numerous people
along the way, depending on the strike style. That being
said, it is not unlikely for pilots or sensor operators to
begin following a person of interest and to then target

a person once their value is assessed in signature strikes,
but the AOC will make this decision. The CIA, FBI,
and other intelligence agencies may also request that the
Air Force look for certain people that are suspected to
be within the immediate area.

Once a target is found, permission may be granted

by the president and his administration, or there may
have been an existing order for that person the entire
time. The existing orders frequently refer to kill lists. In
carrying out the strike, sensor operators and pilots must
abide by the laws of war. For example, places of worship
cannot be targeted and civilians should not be harmed.
While there is extreme caution to prevent civilian casu-
alties, collateral damage may occur.

As a side note, numerous sources have published reports
about PTSD among Air Force RPA pilots and sensor
operators, stating that the numbers are extremely high."
However, after the author spent a week at Creech Air
Force Base, it was found that this information simply is
not true. According to Colonel Julian Cheater and other
Air Force personnel, the PTSD rate is around three-to-
five percent, which is not significantly different from the
U.S. population as a whole. In fact, the Air Force has
had to include signing bonuses up to USD 175,000 for
a five-year contract or USD 35,000 for each addition-

al year of service as a result of a shortage of pilots and
sensor operators, not PTSD."

The following figure (Figure 2: The Intelligence Cycle

of largeted Killing: A Preliminary Creation) is a basic
diagram of the intelligence cycle of targeted killing in
the Air Force. It has more detail at the lower end of the
cycle than the administrative side above AOC. Howev-
er, with time and more research, this other side of the
process will be furthered elaborated on. It is known that
the order for the target comes from higher up the chain
than the AOC. This may be the president, his staff, the
Joints Chiefs of Staff, the CIA, the FBI, the Department
of Homeland Security, or military intelligence. A Judge
Advocate General (JAG) next approves all strikes at the
AOC in Qatar.”” The order is then given to the AOC.

The AOC finds the proper supported unit, which may
be RPA or a jet such as an F-16. The proper squadron
is located and the DCGS, which controls communica-
tion between the various components throughout the
world, is contacted. Most likely, the RPA maintenance
on the ground in Qatar is the primary contact in this
step of the DCGS. Lastly, maintenance personnel and
the deployed personnel are given notice before the mis-
sion occurs. The RPA takes off from the base, flown by
pilots and sensor operators at AOC, and is then taken
over mid-air by pilots at Creech. It takes approximately
seventy-two hours from the time that AOC is alerted to
the assassination of the target.'® The next section of the
paper will look at the targeted killing cycle of intelli-
gence under successive presidents.

Figure 2: The Intelligence Cycle of Targeted Killing -
A Preliminary Creation
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United States President George W. Bush speaks at the Pentagon Memorial dedication ceremony

(Cherie Cullen / Public Domain)

TARGETED KILLING UNDER PRESIDENT
GEORGE W. BUSH

Targeted killing pursued by an American president
against his enemies is not a unique occurrence. Al-
though the Hague Convention of 1907 outlawed the
assassination of foreign leaders and the 1949 Geneva
Convention followed suit, discrepancies between laws
applied during peacetime and wartime have allowed
presidents to subjectively pursue assassination. As an
example, numerous U.S. presidents gave the order to
assassinate Fidel Castro but failed. According to Castro’s
former secret-service chief, it is estimated that Castro re-
ceived a total of 634 attempts on his life.”” The CIA was
responsible for many of those assassination attempts,
including bizarre strategies such as an exploding cigar
or exploding underwater seashell.’® From Eisenhower to
Clinton, every president at least tried to get rid of Cas-
tro, assassinate him, or both." American presidents also
played a role in the assassination attempts against Adolf
Hitler. The Cold War contained a flurry of eradication
attempts against foreign leaders. At one point, it became
so bad that Congtress passed the War Powers Resolution
Act in 1973 trying to curb the war powers of the presi-
dency and the office’s power in general, although the act
has had little success. It has also been illegal for a pres-
ident to assassinate any enemy since 1976 when Presi-
dent Gerald Ford passed an executive order outlawing
the practice. The culmination of the Iran-Contra scan-
dal led to the final reigning in of the CIA and President
Ronald Reagan. However, the CIA has almost returned
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to its previous levels of power, targeting terrorists with
the acquiescence of the president, including targeting
and killing several American citizens with RPAs without

any due process.

President Bush played a major role in the rejuvenation
of the powers of the CIA and assassination when Con-
gress passed his Authorization for the Use of Military
Force (AUMEF) in 2001, in an effort to pursue all the
attackers responsible for the September 11 attacks. The
AUMF empowered the president "to use all necessary
and appropriate force" in pursuit of those responsible
for the terrorist attacks. Under the AUME, President
Bush began authorizing targeted killing in Yemen in
2002. Bush, in comparison to President Obama, was
much less trigger happy when it came to targeted
killing. He allowed the CIA to conduct approximately
fifty-one RPA strikes, particularly in Pakistan (although
he also targeted Afghanistan and Yemen), where he had
the agreement of President Musharraf to conduct the
strikes. Fewer than 600 people were killed as a result

of RPA strikes under the Bush administration.”” Under
President Bush, the CIA would instruct the Air Force
on where to find and kill targets. President Bush had
given his consent to the CIA to find and kill dangerous
terrorists, mostly al-Qaeda members, but he did not
play a large role in the day-to-day decision making.
After allowing the United States to use its airspace,
Pakistan would either take credit under its Inter-Services
Intelligence (ISI) or remain silent about the strikes.
Problematically, things were falling from the sky on a
regular basis, so Pakistani president Pervez Musharraf



found it difficult to keep up the ruse.

TARGETED KILLING UNDER PRESIDENT
BARACK H. OBAMA

While President Obama criticized President Bush for
being too aggressive on many aspects of counterterror-
ism, when it came to targeted killings, President Obama
was much more aggressive than President Bush and used
RPAs to a much greater extent to conduct targeted kill-
ings. He stated: “The Bush administration has not acted
aggressively enough to go after al-Qaeda’s leadership. I
would be clear that if Pakistan cannot or will not take
out al-Qaeda leadership when we have actionable intel-
ligence about their whereabouts, we will act to protect
the American people. There can be no safe haven for
al-Qaeda terrorists who killed thousands of Americans
and threaten our homeland today.”

Three days into his presidency, President Obama or-
dered his first RPA strikes in Pakistan. President Obama
expanded the location of targeted killing throughout
the Middle East and Africa by adding Libya, Nigeria,
Iraq, Syria, and Somalia to the already targeted Afghan-
istan, Pakistan, and Yemen. The daily number of strikes

increased to five times what President Bush had autho-
rized.??

If President Bush was a macro-manager of targeted
killing, President Obama was a micro-manager when

it came to the targeted killing process. Known as the
somewhat mythical “Terror Tuesdays,” pertinent Obama
administration officials and high-ranking military
officials would sit around a table in the White House
Situation Room and study the faces of numerous ter-
rorists. This information was presented in a condensed
format called baseball cards. Using the information on
the baseball cards, President Obama took around fif-
ty-eight days to sign off on a target—forces would then
have sixty days to carry out a strike against the target.”
President Obama would study the set of biographies
given to him, becoming the preeminent decision maker
in who would be killed. He would even get interrupted
during family time to make a decision to kill a target.
Most likely, these interruptions only occurred in a sticky
situation where there might be civilian deaths involved.
These “Terror Tuesday” meetings formed the kill lists for
personality strikes. These people were also placed on no-
fly and selectee lists. There were almost 1 million people
on this list, including over 5,000 Americans, during
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Obama’s presidency.**

For President Obama, there was a two-part process of
an approval for an RPA strike. JSOC Task Force 48-4
would cultivate a case for the person alongside other
intelligence agencies to develop and authorize a target.
The authorization and action would ultimately be given
to the president. JSOC would begin by creating a case
and then would pass the target on to the command cen-
ter in the area, then the Joint Chiefs of Staff, and then
to the Secretary of Defense. It was then given to the
Principals Committee of the National Security Council.
Finally, President Obama would sign off on it.”

Thomas E. Donilon, President Obama’s National Se-
curity Advisor stated: “[Obama] is determined to make
these decisions about how far and wide these operations
will go. His view is that he is responsible for the posi-
tion of the United States in the world. He’s determined
to keep the tether pretty short.”* William M. Daley,
Obama’s Chief of Staff in 2011, stated: “One guy gets
knocked off and the guy’s driver who’s number twen-
ty-one becomes [number] twenty? At what point are
you just filling the bucket with numbers?”?” President
Obama was highly criticized for his "whack-a-mole”
approach, careless targeting, falsified RPA casualty
numbers, and high number of civilian deaths. After his
promise to close Guantanamo Bay Prison in Cuba and
stop the torture of detainees, President Obama’s copious
use of RPA strikes appeared like a Twilight Zone episode
to liberals. However, the American public was largely
ignorant of what was going on with RPA strikes, as the
media rarely researched and reported on the strikes.
After President Obama authorized the killing of a U.S.
citizen, Anwar al-Awlaki, with an RPA strike on Sep-
tember 30, 2011, and targeted his sixteen-year-old-son,
Abdurahman Anwar al-Awlaki, two weeks later, he real-
ized that the legal justification for targeted killing need-
ed some improvement, particularly in relation to killing
American citizens. President Obama worked with the
Department of Justice to develop the Whize Paper,
which allows the military to kill American citizens out-
side of the United States for suspected terrorist activity,
particularly if the person is “considered” an imminent
threat.”® The press rarely covered President Obama’s use
of RPA strikes or the administration’s murder of U.S.
citizens. One could even argue that the White Paper
allowed RPA strikes against U.S. citizens within the
United States, although to date this has not occurred.



Staff Sgt. Trung reports an RPA munitions load to the munitions operations center
(Senior Master Sgt..C.R. / Public Domain)

In May 2013, President Obama’s aides stated that sig-
nature strikes, which first began under President Bush,
would be phased out. In a speech Obama delivered in
May 2013, he vowed to put the fight against terrorists
on better legal footing. His administration then released
a three-page paper delineating the circumstances under
which RPAs could strike. Under the new policy, pilots
could only hit targets when there was “near certainty”
that civilians would not be injured. Unfortunately, of-
ficials never explained the criteria and the rules did not
apply in “areas of active hostilities.” Later Iraq, Syria,
and Afghanistan were all marked as “areas of active
hostilities,” as were some parts of Pakistan. The speech
and paper lacked clear criteria and the discontinuation
of signature strikes failed to occur with the appearance
of ISIS in Iraq and Syria. President Obama continued
using signature strikes until the end of his presidency.”

TARGETED KILLING UNDER PRESIDENT
DONALD TRUMP

In comparison to the Obama administration, the Trump
administration has executed a similar amount of strikes,
although the numbers are slightly fewer, with over nine
strikes per day.*' Concerning civilian casualties, it is still
too early to make comparisons between administra-
tions. President Trump has experienced more criticism
regarding his authorization of targeted killings, possibly
because he is a Republican president beset by a predom-
inately liberal press corps and academia. In comparison,
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very little attention was paid to President Obama’s use
of RPAs by both the press and academics, and not much
was published concerning the effects of targeted kill-

ing and RPA warfare. The increase in publications by

a left-leaning press with a combative relationship with
the president has complicated President Trump’s ability
to continue to pursue RPA campaigns. This political
pressure partially explains why President Trump has
delegated the selection of targets to subordinates in the
Department of Defense.*

The Trump administration’s Principles, Standards, and
Procedures (PSP) plan was approved on September 14,
2017. Under this plan, President Trump sustained Pres-
ident Obama’s policies by continuing to target high-val-
ue targets who are a “continuing and imminent threat”
to Americans.” In addition, President Trump expanded
the policy to include “foot-soldier jihadists with no
special skills or leadership roles.” Foot-soldier jihadists
were targeted under President Obama but were not de-
lineated by his administration as targets. Also, proposed
RPA attacks and raids are no longer subject to high-level
vetting by the Oval Office. Like the Obama administra-
tion, there is no targeting of civilians. President Trump’s
plan extended the “pattern of giving broader day-to-day
authority to the Pentagon and the CIA—authorizing
the agencies to decide when and how to conduct high-
risk counterterrorism operations.”* The CIA is also
able to conduct covert RPA strikes. Under this plan,
high-level approval is still needed to start conducting



strikes in new countries. These strikes require “country
plans” that would be reviewed annually. Under interna-
tional law, the United States still needs need to obtain
consent from a country’s leaders to use strikes on foreign
soil.

As a side note, in comparison to President Obama,
President Trump is not shy about publicly stating that
the United States targets terrorist families. Families

were regularly killed under President Obama. From a
rhetoric standpoint, President Obama was careful to say
that civilians were never targeted. However, previously
mentioned think-tank numbers argue that civilians were
frequently targeted under the Obama administration.
The value of the target was high enough to endure

the political backlash from killing wives and children.
President Trump, on the other hand, directly stated on
the campaign trail in 2015 that the families of terrorists
should be targeted at times. President Trump said on
Fox and Friends that, "when you get these terrorists, you
have to take out their families. They care about their
lives, don't kid yourself. But they say they don't care
about their lives. You have to take out their families.”
Although his statement has been highly criticized, it is
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worth noting that male terrorists will often surround
themselves with women and children so that they are
less likely to be targeted. In essence, women and chil-
dren are treated as human shields.

In comparison, the intelligence cycle of President
Trump concerning targeted killing is quite similar to
that of President Bush. Like President Bush, President
Trump has delegated many of the daily decisions to
subordinates. President Trump has called for high-value
targets to be terminated, and the CIA has planned, col-
lected, processed, analyzed, and disseminated the output
needed for high-value targets. Moreover, President
Trump does not review daily targets. It is likely that, for
some targets, President Trump must give the orders, but
targeted killing has been handed down to the person-
nel in the CIA, and the CIA relies on the Air Force to
carry out the missions. Signature strikes and personality
strikes are still occurring, but President Trump rarely
engages in determining the kill list.

CONCLUSION AND POLICY PRESCRIPTIONS

In conclusion, RPA strikes have recently been handed
to agencies within the Department of Defense by the
Trump administration. The policies among Presidents
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Bush, Obama, and Trump have ebbed and flowed de-
pending on who is in power. However, RPA strikes are
still occurring, and the numbers are relatively consis-
tent between Presidents Obama and Trump, although
President’s Trump’s numbers are slightly lower. The
intelligence cycle varies depending on whether the strike
is a signature strike or personality strike. The CIA plays
a large role in gathering information for personality
strikes although they also participate in signature strikes.
In signature strikes, the Air Force and military intelli-
gence are primarily responsible for gathering intelligence
and analyzing it. However, more research needs to be
done to pinpoint the exact process, particularly above
the AOC. This paper is an attempt at an initial intel-
ligence process concerning targeted killing. The details
need to be elaborated on and pilots and sensor operators
are the best people to talk to concerning the intelligence

cycle of targeted killing.

From a policy prescription perspective, it has been
hinted at several times in this paper that the process
needs oversight and an actual protocol put into place.
Currently, the president and his or her personnel have
too much leeway in determining who gets killed. There
needs to be more oversight instead of a handful of
people acting as both judge and jury to determine death
sentences for suspected terrorists. This is particularly
true in regard to the numerous American citizens who
have been killed without due process by both Bush and
Obama.

Although extremely useful, RPA strikes should not be
used unless there is a threat of imminent danger. RPA
strikes are expedient when an attack is pending or a
terrorist group leader is within sight. Children, fami-
lies, and civilian property, on the other hand, are not
threats. Legal scholars Amos Guiora and Jeffrey Brand
have suggested the establishment of RPA courts to
legitimize and put legal protections into the targeting
process. This idea includes a court containing 24 Article
III justices, 12 justices from the district courts, and 12
justices from the Court of Appeals. While Guiora and
Brand’s specific idea of an RPA court is too difficult and
cumbersome to implement in full, there should at least
be a list of predetermined criteria that is employed when
deliberating about whether or not to conduct a strike.
An RPA court including a smaller number of compe-
tent judges—perhaps ten or less—could be chosen and
approved by the Senate to help with this process. While

this targeted-killing war machine deserves high respect



for its ability to kill terrorists, it should be considerably
regulated and infrequently used by the U.S. government
and military.*
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Sino-Indian Nuclear Dynamics

Taking the Global Lead

Lt. Gen. (Dr.) Prakash Menon

Technology often seduces potential adversaries
through a promise of relief from security threats only
to deceive through the inevitable action-reaction cycle.
In the universe of security, technology is contestable
both by technology itself and by doctrinal prescriptions
and operational countermeasures. The advantage pro-
vided by new technology is mostly ephemeral in that
provides the momentum for an endless cycle that is
best described as chasing one’s own tail. Only political
intervention through mutual understanding, doctrinal
prudence, and regulating the search for operational
supremacy holds potential to escape the stranglehold of
the action-reaction cycle. The elusive search for Ballistic
Missile Defense (BMD) is a prime example. This paper
seeks to interrogate the role of the technology-security
dynamics in the context of the Sino-Indian nuclear
weapon relationship.

The context of the Sino-Indian nuclear weapon rela-
tionship is clouded by the enhancing reach of India’s
missiles’, the evolving Chinese reaction to U.S. nuclear
modernization accompanied by a shift in nuclear pos-
ture, and a shared belief in the role of nuclear weapons
that is signified by No First Use (NFU) doctrine. The
latter point represents political intervention while the
two former signify the action-reaction cycle which

is primarily a product of technology. However, both
China and India must contend with nuclear powers that
espouse First Use. China in dealing with the United
States and Russia who are quantitatively superior nucle-
ar powers, while India deals with Pakistan whose claims
of quantitative superiority are contested.

In technological terms, the rise of China and the U.S.
reaction resulting in contemporary geopolitical flux at
the global level has impacted the evolution of China’s
nuclear arsenal. The most prominent illustration of this
is China’s reaction to the United States’ withdrawal from
the Ballistic Missile Defense Treaty. Earlier China had
eschewed development of BMD, but the United States’
quest to create BMD has caused China to attempt to
develop its own BMD system as well as systems that can
overcome BMD like multiple independently targetable
reentry vehicles (MIRVs) and Hyper Glide Vehicles
(HGVs). Similarly, India has reacted to developments in
China and Pakistan by launching an indigenous BMD
development program.

The key question is whether the political embrace of
the belief in the role of nuclear weapons that underpins
China’s and India’s NFU posture restrains technolog-
ical trajectory which in contemporary times is also

Beijing, China. DFE-26 medium-range ballistic missile as seen after a military-parade
(IceUnshattered / CC BY-SA 4.0)
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SSBN 726 completes its 501" patrol (Petty Officer 3rd Class Shawn Handley / Public Domain)

fashioned by cyber power, synthetic biology, artificial
intelligence, and robotics, inter alia. Both countries
emphasize the political nature of nuclear weapons and
deride its war fighting potential. Neither believe in
quantitative supremacy and hold dear the notion that
survivability of a few weapons is enough for deterrence.
These beliefs provide an explanation of the existing size
of the arsenals of both countries which indicates that

quantitative parity with adversaries is not on the agenda.

Though lack of resources and technological capability
may provide an alternate explanation, it reflects political
acceptance of sufficiency instead of reconciliation to

inability.

Recent reports on China’s* and India’s’> nuclear arsenal
are revealing. Both China and India are in the process
of technologically upgrading their arsenal rather than
expanding their number of missiles and warheads. Both
countries are replacing liquid propelled missiles with
solid-fueled ones. Warhead numbers are increasing, but
only marginally. Survivability enhancement through
land mobile missiles and ballistic missile submarines
(SSBNs) outlines the direction of growth of the arse-
nal. Both are increasing the range of missiles to cover
the entire land mass of the larger adversary. The major
difference is in China’s massive increase in missiles with
conventional warheads. Notably, China houses both
class of missiles within a common organizational struc-
ture. India’s arsenal of conventional missiles is not only
separately controlled but is still in a nascent stage of
development.

In both countries, nuclear weapons are de-mated with
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the warheads and missiles stored separately which in
turn reflects the rejection of the worst-case scenario of
the “bolt from the blue” attack. This is the reason why
the United States and Russia continue to keep some

of their arsenals at high alert levels. This will change to
some extent for China and India when the SSBNs are
fully operational, but it would be because of techno-
logical necessity and not because of the danger due to
“bolt from the blue”. More importantly, both countries
continue to adhere to NFU despite pressures from with-
in for a review. The triumph of political doctrine over
technological seduction that promises to deliver solu-
tions to nuclear deterrence is evident. But what does the
adherence to NFU imply for the Sino-Indian nuclear
weapon relationship?

NFU doctrine of both China and India is rooted in the
belief that nuclear weapons only have the core role of
deterring their own kind. Both countries believe that
the notion of a successful first strike is a mirage and

a product of a military imagination that is politically
abstracted due to the probability of severing the link
between force application and achievement of political
objectives. Such a possibility exists even when the initial
exchange commences with low-yield weapons that nu-
clear war fighting adherents believe can be contained to
a tolerable level of exchange. The reality is that there is
no knowing what happens after the first nuclear weapon
is fired at another nuclear-armed power. Historically,
nuclear powers have exercised caution during crises even
if pre-crisis rhetoric was bellicose.

The major payoff from NFU is that there is no room to
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hurl nuclear threats except in retaliation for nuclear use.
If the most common scenario for nuclear use between
India and China is consequent to a conventional war,
NFU raises the bar of nuclear use. It would require
more than a stretch of imagination to visualize an issue
that could justify the risk of nuclear first use by either
party. Admittedly, if both sides alert their weapons,
there is the possibility of nuclear use through accident,
misjudgment, misperception, miscommunication and
the unknowable impact of what Clausewitz described as
friction. The greater possibility for use would be due to
China’s salami-slicing tactics which would mean limited
land grabs. Nuclear weapons have no role in such a sce-
nario but could impose caution and prevent escalation.

NFU offers the feasibility of greater stability. As the
contemporary world drifts into dangerous geopolitical
waters, it is time that India and China work together

to vaccinate other nuclear weapon powers with NFU.
Fundamentally, other nuclear weapon powers must be
convinced of the need to make the world safer through
privileging political doctrines that reduce the probability
of nuclear use and not through technological solutions
in the name of strengthening deterrence. India and Chi-

na are best placed to take the lead for evolving a Global
No First Use (GNFU) Treaty since their nuclear dynam-
ics do not threaten the world, as opposed to U.S.-Russia
dynamics.

Complete nuclear disarmament is a laudable objective
that is presently impeded by an increase in the global
geopolitical rivalry. GNFU provides an interim step that
could inject much-needed safety to a world that seems
to once again be heading down the slippery slope of
buttressing nuclear deterrence. China and India must
seize this opportunity by rendering their convergence of
nuclear ideology as a cooperative endeavor which could
be met by privileging political prudence over deceptive
technological fixes.
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Innovations in
biotechnology are
expanding the toolbox

to modify genes and
organisms at a staggering
pace, making it easier

to produce increasingly
dangerous pathogens

Marine Corps Base Camp Lejeune, U.S.A. U.S. Marine Corps Forces, Special
Operations Command, practice decontaminating a chemical weapon victim
(Sgt. Salvador R. Moreno / Public Domain)



Re-thinking Biological Arms Control

for the 21t Century

Dr. Filippa Lentzos

International treaties prohibit the development
and use of biological weapons. Yet concerns about these
weapons have endured and are now escalating. It is high
time to take a hard look at technical and political de-
velopments and consider how the international security
policy community should respond.

A major source of the growing concern about future
bioweapons threats stem from scientific and technical
advances. Innovations in biotechnology are expanding
the toolbox to modify genes and organisms at a stagger-
ing pace, making it easier to produce increasingly dan-
gerous pathogens. Disease-causing organisms can now
be modified to increase their virulence, expand their
host range, increase their transmissibility, or enhance
their resistance to therapeutic interventions.' Scientific
advances are also making it theoretically possible to
create entirely novel biological weapons,” by synthet-
ically creating known or extinct pathogens or entirely
new pathogens.? Scientists could potentially enlarge

the target of bioweapons from the immune system to
the nervous system,* genome, or microbiome,’ or they
could weaponize ‘gene drives’ that would rapidly and
cheaply spread harmful genes through animal and plant
populations.®

Concurrent developments in other emerging technolo-
gies are also impacting potential future biological weap-
ons threats. Developments in artificial intelligence and
machine learning could speed up identification of harm-
ful genes or DNA sequences. Artificial intelligence and
machine learning could also potentially enable much
more targeted biological weapons that would harm spe-
cific individuals or groups of individuals based on their
genes, prior exposure to vaccines, or known vulnerabil-
ities in their immune system.” Big Data and ‘cloud labs’
(completely robotized laboratories for hire) facilitate this
process by enabling massively scaled-up experimentation
and testing, significantly shortening ‘design-test-build’
timeframes and improving the likelihood of obtaining
specificity or producing desired biological functionality.®
Other developments provide new or easier ways to de-
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liver pathogens or biological systems. Nanotechnology
could potentially create aerosolized nanobots dispersing
lethal synthetic microbes or chem-bio hybrids through
the air,” or in vivo nanobots releasing damaging pay-
loads inside human bodies.'® Aerosol or spraying devices
attached to swarms of small unmanned aerial vehicles,
or drones, could be another potential means to disperse
biological agents. Additive manufacturing, or 3D
printing, could circumvent barriers imposed by national
export control systems on controlled laboratory equip-
ment or dispersal devices.

Developments in the biological sciences and other
emerging technologies mean that it is easier to misuse
the science for a larger group of people, that attack sur-
faces and vulnerabilities are becoming greater, that there
is an expanding ‘gray area’ between permitted defensive
activities and banned offensive activities, and that it is
becoming harder to detect and attribute bioweapons
use.

The political backdrop to these technical advances in
biotechnologies and other emerging technologies is also
important. There is increased worldwide militarization,
with global military spending at an all-time high since
the fall of the Berlin Wall.!" Unrestrained military pro-
curement and modernization is creating distrust and ex-
acerbating tensions. In the biological field, the prolifer-
ation of increasingly sophisticated biodefense capacities,
within and among states, can lead to nations doubting
one another’s intentions.'* Such doubts could poten-
tially result in bioweapons capabilities and, ultimately,
bioweapons use. Another facet of the political backdrop
is the increasingly multipolar world in which rising
powers view the use of force, the post-war rules-based
international system, human rights, and justice differ-
ently, and they appear to be actively seeking to under-
mine the established order. Significant non-state actors,
from the private sector to foundations to ‘super-empow-
ered’ individuals, are also wielding a growing influence
over world politics and decision-making processes and
have unprecedented technological opportunities to carry



out attacks and disrupt societies."

The repeated use of chemical weapons on the battlefield
and against civilian populations, particularly in Syria,

is significantly undermining the chemical weapons
convention, and there are many who are concerned

this might also undermine the norm against biological
weapons enshrined in the Biological Weapons Conven-
tion. In theaters of war, there has been no known use
of biological weapons since WWII, when there were
substantial covert attacks on China by Japan, as well as
some clandestine use in Europe against Germany. While
no states are accused of maintaining biological weapons
programs, and the multilateral treaty prohibiting bio-
logical weapons now has 182 states parties and it is still
gaining membership, the U.S. intelligence community
has asserted that advances in biology, and particularly in
genome editing technologies, pose a threat to U.S. na-
tional security. In its 2016 assessment of threats to U.S.
national security, James R. Clapper, the then-Director of
National Intelligence, stated: “Given the broad distribu-
tion, low cost, and accelerated pace of development of
[genome editing], its deliberate or unintentional mis-
use might lead to far-reaching economic and national

security implications.”** A recent National Academy of
Sciences committee, funded by the U.S. Department of
Defense to develop a framework to systematically assess
threats from genome editing, claimed “it is possible to
imagine an almost limitless number of potential ma-
levolent uses” for the technology and other synthetic
biology technologies."

The U.S. intelligence community is clearly worried an
adversary might be harnessing techniques for sequenc-
ing, synthesizing, and manipulating genetic material for
offensive use, and the government is investing heavily in
defensive capabilities. The Defense Advanced Research
Projects Agency (DARPA), the U.S. military’s research
wing, asserts that “the application of biotechnologies by
an adversary is an area where the United States could
be most surprised as a nation, but it is also a source of
great potential, where the United States could develop

a host of new surprises of its own.”'® The goal to “har-
ness biology as technology” is one of four main areas of
focus for DARPAs strategic investments in ‘overmatch’
capabilities.'” In a Congressional testimony from March
2017, Arthur T. Hopkins, Acting Assistant Secretary of
Defense for nuclear, chemical, and biological defense

Deir ez-Zor, Syria. A destroyed ISIL chemical weapons factory (Zana Omar / Public Domain)




programs, stated that: “The same tools of synthetic
biology that we're concerned about as being capable of
being used against us, we are also using in the laborato-
ries to help develop countermeasures.”'® This build-up
of biodefense infrastructure and capacities, not just in
the United States but taking place around the world,
means that states are moving closer to being in a posi-
tion to threaten or perpetrate a biological attack.

Considering all of this, how can the international secu-
rity policy community continue to devalue biological
weapons as a military option? The Biological Weapons
Convention and its norms need to be reinforced and
evolved. New working practices must be developed and
stakeholder involvement must be increased. A science
advisory board must be established. New mechanisms
for building trust and managing perceptions of intent
in biodefense must be implemented. Guidelines on
biological research with high misuse potential must be

developed.

Yet, to be fit for the 21st century, biological arms con-
trol will also require new thinking about the structures
and actors involved. One possibility could be to devel-
op a network of influence, composed of exceptional
individuals from business, academia/science, politics,
defense, civil society, and international organizations,
to act as a ‘global board of trustees’ to oversee develop-
ments in science, business, defense, and politics rele-
vant to the biological threats and decide on concerted
cross-sector actions. This board of trustees could be
complemented by enrolling exceptional individuals and
select institutions to act as ‘sentinels.” These sentinels
would have dual functions: to actively promote respon-
sible science and innovation, and to identify security
risk for consideration by the global board of trustees.
These new governance structures could be supple-
mented by various initiatives, such as an initiative on
artificial intelligence and Big Data to establish a new
type of transparency, confidence-building, and BWC

compliance assessment, and to support the prevention

Dr. Filippa Lentzos

and management of any biological weapons use. None
of this, however, would be possible without a group of
states to champion responsible bio-innovation. It is time
for governments to step up.
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The process of
technological progress and
diffusion has played an
Important—if sometimes
inadvertent—role in
exacerbating security
tensions in the global
commons
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Technology and Tensions in the

Global Commons

Dr. Kristi Govella

For most of history, the domains of the global
commons were unclaimed, largely because the technol-
ogy to access and utilize them did not exist.! In areas
such as the high seas and outer space, it was impossible
for states to establish and maintain sovereign control.
Even as the relevant technologies developed, costliness
and controls kept them initially concentrated largely in
the hands of just a few major powers such as the Unit-
ed States and the Soviet Union. For the United States,
“command of the commons” became the military foun-
dation of its hegemony, granting it the ability to access
much of the planet and to credibly threaten to deny
the use of such spaces to others.? Bipolar competition
between the United States and the Soviet Union strong-
ly influenced developments in the maritime and outer
space domains. In the case of cyberspace, a more recent
addition to the traditional global commons, the United
States was also initially dominant due to its role in pio-
neering associated technologies. However, over time and
particularly since the end of the Cold War, continuing
technological innovation and diffusion have made these
domains accessible to a growing number of countries.

This technological progress was born of both coopera-
tion and competition between states. While some states
chose to develop certain technologies indigenously,
many acquired knowledge and equipment from abroad.
Globalization of industry has made it easier for states to
obtain a variety of foreign technologies, even lowering
the threshold for them to procure disruptive military
capabilities. In addition, over the last two decades,
American primacy has been increasingly challenged by
the rise of China, which has impacted the dynamics of
technological development and diffusion across multi-
ple domains. As China has acquired the technology to
become more active in the commons, it has prompted
major regional powers, such as Japan and India, to
accelerate their own technological advancement, and
other mid-sized and smaller countries have also become
increasingly engaged.’

The consequence of this multiplication of technological-

ly sophisticated actors has been the erosion of American
primacy in the global commons. Although the United
States still remains the most dominant player, it is faced
with a more densely populated field, and management
of these spaces has become more difficult. This article
examines this trend in the high seas, outer space, and
cyberspace since the end of the Cold War, with atten-
tion to the ways in which the rise of China and the rel-
ative decline of the United States have catalyzed greater
engagement with the commons, particularly among

the countries in Asia that find themselves most affected
by this power transition. I argue that advances in and
diffusion of technology have transformed the global
commons into increasingly crowded domains character-
ized by interstate competition and heightened tensions.
Whether these tensions prevail depends on the creation
and strengthening of regimes to manage interactions
and promote shared rules and norms.

THE HIGH SEAS

On the high seas, American preeminence has been chal-
lenged by an increasing number of countries that are
pursuing the technology to equip maritime forces capa-
ble of sustained operation across the deep waters of the
ocean.” Much attention has focused on the technolog-
ical advances made by China as a rising power seeking
to modernize its naval forces. Since the 1990s, China’s
navy has rapidly expanded to more than 300 ships, and
it has also heavily invested in submarines, with roughly
80 in total today.’ It put to sea its second aircraft carrier,
the first domestically-built, in April 2018. In addition,
reports indicate that the Chinese navy is currently
working toward “technological breakthroughs in nucle-
ar-powered aircraft carriers, new nuclear-powered sub-
marines, quieter conventionally powered submarines,
underwater artificial intelligence-based combat systems
and integrated networked communications systems...
in line with the service’s aim of becoming a networked,
blue water navy by 2025.”¢ Although China still lacks
the ability to project naval power on a global scale, it
has strategically focused its efforts on developing the



ability to challenge the United States in key places such
as the Taiwan Strait and the South China Sea. Its efforts
include pursuing anti-access capabilities such as radar,
satellites, and missiles intended to neutralize some of
the advantage possessed by powerful American aircraft
carrier strike groups.” For example, high-speed ballistic
missiles like the DF-26, known as “carrier killers,” are
designed to strike moving ships as far away as Guam,
and the YJ-12B anti-ship cruise missile that China has
deployed in the South China Sea can reach the waters
between Vietnam and the Philippines.®

Other countries in the region have made similar up-
grades to their naval technology, prompted by increased
Chinese activity as well as by their own domestic con-
cerns, and as a result, it is increasingly the case that ma-
jor regional players in Asia have the ability to dominate
their immediate neighborhoods.” Large-deck vessels
and submarines have proliferated across the region. For
example, the Indian navy is undergoing modernization,
with plans to become a 212-warship force by 2027 to
guard India’s geo-strategic interests, though funding has
been a challenge. Despite the fact that Japanese spend-
ing on its Maritime Self-Defense Force is limited by its
constitution and associated policy constraints, Japan has
expanded its submarine fleet and indigenously devel-
oped maritime patrol aircraft to replace its aging stock.
Plans are underway to convert Japan’s two largest war-
ships, the Izumo and the Kaga, into aircraft carriers."
South Korea has also been modernizing its navy and in

October 2018 announced plans to create a blue-water
fleet consisting of three squadrons and advanced Ae-
gis destroyers. South Korea also launched the first of
a planned fleet of nine indigenously designed KSS-III
diesel-electric attack submarines in September 2018.

In Southeast Asia, Vietnam, the Philippines, and Ma-
laysia have modernized and upgraded their maritime
capabilities in response to increased Chinese presence in
the disputed waters of the South China Sea. As China
has engaged in land reclamation activities to build up
small features in the area and erected infrastructure such
as naval docks, landing strips, and radar and commu-
nications systems atop them, other claimant nations
have come to feel that they too need increased naval
capabilities to cope with Chinese assertiveness. Some of
these efforts have been supported by Japan, which has
donated used vessels and provided training to Southeast
Asian countries as part of its defense capacity building
program.'' Other Southeast Asian countries are also
active in the maritime domain. Singapore has steadily
invested in defense procurement due to its persistent
sense of vulnerability, with recent acquisitions including
new submarines featuring more firepower and com-

bat options.'” Indonesia has also begun modernizing

its naval forces in an effort to keep up with Singapore
and Malaysia."? As a consequence of technological
development and diffusion, the amount of interaction
and tension on the high seas has intensified. The mari-
time order is increasingly a multipolar one, with many

Yokohama, Japan. The JS Izumo leaves Yokohama Port (#fk £k / CC BY-SA 4.0)
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players powerful enough to pursue their own interests,
at least in their own neighborhoods. While this may be
most evident in the South China Sea, it is also playing
out in oceans as far-flung as the Arctic, where increased
Chinese and Russian activity have also elicited more
engagement from Japan and other countries.

OUTER SPACE

Far above the oceans, a similar pattern of technological
progress and diffusion has emerged on another plane of
the global commons: outer space. Although the Unit-
ed Nations took the position that outer space was to

be used only for peaceful purposes and not subject to
territorial claims by individual states, the domain was
strongly shaped by the space race between the United
States and the Soviet Union that began with the launch
of Sputnik I in October 1957." For decades, the United
States and the USSR were the dominant players in outer
space until the end of the Cold War ceded the advan-
tage to the United States. Over time, American predom-
inance in this domain has gradually begun to erode due
to internal budget pressures and growing competition
from other states. Outer space offers states many op-
portunities to gain international prestige, to engage in
cutting-edge research, and to launch satellites to facili-
tate military and civilian communications. Despite the
high costs of developing space capabilities, late-develop-
ing countries have benefited from the ability to leapfrog
developmentally by purchasing foreign space technolo-
gy, avoiding the expensive mistakes inherent in trying to
develop these complex technologies indigenously.”

As a result of this technological diffusion, a greater
number of countries have become active in outer space,
and as in the maritime domain, many of the academ-

ic and policy conversations have focused on the rise

of China. China formally launched its manned space
program in 1992, and it became the third country in
history to launch a human into space in 2003. In 2007,
it successfully conducted a direct anti-satellite (ASAT)
weapon exercise, prompting concern that it might direct
this new ability toward the satellites of other nations.
China has explicitly linked its space program to its
national security, and its activities have continued to
expand. It plans to build a space station to support its
long-term goals for space exploration and announced
the first opportunity for all United Nations countries to
apply to be involved in science missions in 2018, with
the first module planned to launch in 2020. In January
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2019, China became the first country to land a probe
on the far side of the moon, a move that some link to
plans for future exploitation of space resources.'

Chinese actions have prompted renewed competition,
as other countries have sought both the technological
capacity and the policy tools to become more active in
outer space. While Japan had long possessed relatively
sophisticated space capabilities, the Chinese ASAT test
and North Korean ballistic missile tests provoked it in
2008 to revise the domestic laws that had restricted

its space program to peaceful purposes. This enabled
Japan to procure a host of advanced military space
capabilities to match or even exceed those of China,
including dual-use assets in launch systems, commu-
nications and intelligence satellites, and counterspace
capabilities."” Similarly, India has pursued a civil space
program for decades, but technological advances by
China and others have led it to expand its activities, to
fund high-prestige exploratory missions, and to begin
conducting military space activities. South Korea has
rapidly developed its space capabilities since the early
1990s, focusing initially on satellite development, and
more recently, on space launch vehicles. Other countries
such as Australia, Indonesia, Malaysia, North Korea,
Pakistan, the Philippines, Singapore, Taiwan, Thailand,
and Vietnam are also beginning to play a significant
regional or international role in space.'® In addition, the
United States has framed some of its recent activities
in outer space as a response to challenges from China
and Russia, with President Trump’s 2018 proposal for
the creation of a new Space Force as a sixth branch of
the armed forces prompting Chinese criticism that the
United States itself is promoting the weaponization of
space."”

CYBERSPACE

The role of technology is perhaps even more obvious

in cyberspace, a relatively new addition to discussions
of the global commons. Unlike outer space or the high
seas, cyberspace is a virtual domain entirely constituted
by technology; however, it is also more tangible than the
other domains in some ways, since specific parts of its
physical networks and infrastructure are actually owned
by states and private actors. Advocates of including cy-
berspace as a new domain of the global commons point
to the ways in which cyberspace is vast and difficult to
control, as well as to the utility gained from its free and
open use. Others claim that cyberspace is more akin to
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territorial seas to which access can be denied and argue
that unfettered global access is no longer possible nor
desirable.” While this definitional debate remains un-
resolved, there is growing consensus that the maritime,
air, outer space, and cyberspace domains are funda-
mentally strategically interconnected.”” Developments
in cyberspace are not divorced from consequences in
the physical world; cyber capabilities are often seen as
complementary to military advances, for example, and
attacks in the cyber realm can be used to destroy and
disable physical infrastructure.

Research funded by the American government led to
the creation of the Internet in the 1980s, and the Unit-
ed States was clearly the dominant player in the early
days of cyberspace. However, in this domain as well, ad-
vances in and diffusion of technology have transformed
cyberspace into a fundamentally more competitive
virtual arena. In addition to boasting one of the world’s
fastest growing Internet economies, China is also home
to one of its most active cyber operations programs. In
the military realm, China has made a concerted effort
to develop cyberspace capabilities to close the gap with
the United States as part of its anti-access area deni-

al strategy, for example. American policymakers have
voiced concerns about these developments and attempt-
ed to fortify themselves against potential attacks, though
analysts point out that China itself also has a number
of vulnerabilities.”” Many also criticize China for its un-

democratic policies in cyberspace, including censorship
and surveillance of its citizens, as well as for increasing
reports of Chinese economic espionage and intelligence
gathering over the Internet. As highlighted by the events
surrounding the 2016 American presidential election,
Russia has also developed a highly advanced offensive
cyber program that American intelligence chiefs have
said “poses a major threat to U.S. government, military,
diplomatic, commercial, and critical infrastructure and
key resource networks.”*

In cyberspace, technology can be a force multiplier that
replicates the existing hierarchy of power, but it can also
have a leveling effect, mitigating some of the advantages
traditionally possessed by major powers and allowing
smaller states and even non-state actors with limited
resources to go on the offensive.” For example, fairly
modest technological advances have enabled North
Korea to become a major threat in the cyber realm.
North Korea’s cyber operations are deliberate top-down
efforts to target states that rely heavily on cyberspace
for national and military activity, like the United States
and South Korea.” North Korea is able to engage in
these targeted attacks at a relatively low cost and low
risk to itself in comparison to what it might face in
engaging in other forms of conflict. Non-state actors
have also emerged as threats in cyberspace, sometimes
independently and sometimes working in tandem with
governments, as in the case of China’s cyber militias and



“patriotic hackers.”*

In recognition of these growing threats from both state
and non-state actors, many other countries have moved
to acquire the technology to develop their own cyber-
security programs. Largely in response to China, Japan
has moved to develop its own domestic policy infra-
structure and capabilities for defensive cybersecurity and
to incorporate cyberspace into the scope of the United
States-Japan alliance.”” Focused primarily on North
Korea, South Korea has also developed its cybersecu-
rity policy infrastructure and strengthened its security
protocols following several high-profile hacking inci-
dents, including attacks on government agencies and on
Korea Hydro and Nuclear Power in 2014. The coun-
tries of Southeast Asia have been slower to respond to
the threats and opportunities of cyberspace due to the
wide variation in their technological and institutional
capabilities, but there has been some recent progress. As
the sub-region’s most technologically advanced country,
Singapore has driven much of the cybersecurity agenda
of the Association of Southeast Asian Nations.”® Oth-

er Southeast Asian countries have engaged in specific
national cybersecurity activities, such as Malaysia, which
has held annual public-private exercises to enhance its
ability to protect critical infrastructure from cyber at-
tacks. As in the case of the high seas and outer space, as
more states and private actors have gained the techno-
logical capability to become active in cyberspace, it has
become more difficult to ensure the safety and stability

of this domain.
IMPLICATIONS FOR POLICY

This examination of these three domains of the global
commons—the high seas, outer space, and cyber-
space—illustrates how first technological innovation
and then subsequent technological diffusion have made
accessible places and spaces that were previously largely
inaccessible. In the early days of these domains, though
no single country claimed sovereignty over them, they
were dominated by the United States and, in the case
of the high seas and outer space, by the Soviet Union as
well. However, with the end of the Cold War and the
rise of China, these domains appear to be becoming in-
creasingly multipolar. In some ways, this pluralization of
the global commons through technology is positive in
that more countries than ever have the ability to utilize
them and their resources. However, as the countries that
are active in these domains become more numerous,
their interactions are also creating competitive dynam-
ics that impact the security environment, particularly
because the technological capacity of states to engage
in the commons has developed more quickly than the
regimes for their effective governance.

Although technology alone did not create these fric-
tions between countries, many of which are rooted

in long histories of complex interactions, the process
of technological progress and diffusion has played an
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important—if sometimes inadvertent—role in exacer-
bating security tensions in the global commons.” To
some extent, just the fact that a newcomer is acquiring
the technology to become active in a domain may make
other states feel threatened. The global commons are
resource domains to which all nations have legal access,
but they contain different kinds of resources that are
subject to varying levels of excludability and subtrac-
tability.*® Though it is often difhicult to exclude others
from using resources, each additional appropriator may
reduce the amount of resources left for others, leading
states to feel compelled to compete.

In addition, the specific nature of technological de-
velopments in the global commons has a tendency to

exacerbate security dilemma dynamics in these domains.

A key part of the security dilemma is that states are

not explicitly trying to change the status quo; rather,
their defensive intentions in developing or acquiring
new technologies are difficult to credibly signal in an
anarchic environment of uncertainty and mistrust,
which results in misinterpretation by others.’» Many
of the technologies that have enabled states to become
more engaged in the global commons are difficult to
distinguish in terms of a state’s offensive and defensive
capabilities, further triggering this security dilemma
logic. For example, due to the dual-use nature of space
technologies, there is often inherent ambiguity to ad-
vances; civil and military uses cannot be truly separated.
Therefore, the increasing technological sophistication of
one state is perceived to decrease the security of other
states, which in turn feel that they need to respond
with similar technological countermeasures to defend
themselves.?> Moreover, while situations where defen-
sive technologies have the advantage can be stabilizing,
many countries feel that offensive forces may have the
advantage in these domains, which further drives the
acquisition of technologies that worsen the security di-
lemma.** Although the states discussed here are not en-
gaged in the kind of full-scale arms race that can result
from this action-reaction sequence, a clear trend toward
competitive behavior has emerged. In terms of military
competition in the areas of the commons addressed in
this article, these dynamics are most pronounced in the
maritime domain at present.

A pressing challenge for the future is that all of these
domains are in need of stronger regimes that could help
ameliorate the security dilemma and ensure the good
governance of the commons for the benefit the interna-
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tional community as a whole. The lack of a governing
authority over the global commons and the misleading
notion of their limitlessness make them particularly
vulnerable to the current shifts in the international sys-
tem.> Although the rules and norms of the high seas are
the most developed of the domains discussed here, they
have been increasingly challenged by the activities of
states such as China, as seen with recent discussions sur-
rounding the UN Convention on the Law of the Sea in
the context of the South China Sea territorial disputes.
The outer space regime grounded in the 1967 Outer
Space Treaty needs a great deal more development to
protect countries not only from anti-satellite and kinetic
weapons but also from the growing problem of orbital
debris, which threatens all space capabilities.”® Cyber-
space is by far the least governed of these three domains,
with its own regime still at an embryonic stage. In each
of these domains, the development of technologies
enabling states to access the commons has outpaced the
development of the tools for their governance. Stronger
regimes are necessary if only to promote transparency
and information sharing, which existing scholarship
suggests may help to reassure states, build trust, and
reduce the risks of the security dilemma.

As a result of the increasing pluralization of power in
the global commons, the United States increasingly
depends on the newcomers to these domains to help
promote their good governance. As these new players
integrate into the existing system, they may come to see
benefits from maintaining the stability and accessibility
of the global commons, just as the United States did.
However, it is likely that promoting shared perspectives
regarding the global commons will require concerted ef-
fort and persuasion by those states most invested in such
regimes. Cooperation between like-minded partners in
the maritime, outer space, and cyberspace domains will
be essential to protecting their peaceful use and ensuring
that they remain open for the benefit of all.
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The Need for Countries to Establish
Robust and Transparent Vulnerabilities

Equities Processes

Sharon Bradford Franklin

In 2017, leaders of the U.S. Intelligence Com-
munity warned that “more than 30 nations are devel-
oping offensive cyberattack capabilities.”! This means
that more than 30 countries may be conducting hacking
operations as a method for surveillance, disruption, or
destruction. Unregulated cyber surveillance and cyberat-
tacks by government actors can pose risks not only to a
government’s foreign adversaries, but also to its own cit-
izens. Thus, as the United States and other nations work
to enhance their own offensive cyber capabilities, as
well as to develop strategies to defend against potential
attacks, it is critical that these countries establish legal
regimes to govern such conduct in cyberspace. Although
Germany has established a legal framework to regulate
government hacking activities,” few countries have done

so.?

To bring government hacking operations within the
rule of law, a crucial step is to design rules regarding

the management of vulnerabilities that governments
discover or acquire. As with other cyber actors, when
governments conduct hacking operations, this fre-
quently involves exploiting vulnerabilities in computer
hardware and software systems. But these same flaws
can also be manipulated by a government’s foreign
adversaries or other malicious actors. Therefore, when
countries consider their abilities to rely on hacking as an
investigative tool, as well as their interests in exploiting
vulnerabilities for military and intelligence operations,
they must also evaluate the capacity of information and
communications technology providers to repair bugs
and protect the cybersecurity of all users. Determining
whether to exploit a vulnerability or disclose it to a ven-
dor for patching involves balancing a variety of different
security concerns against each other.

Some countries have made progress in formalizing the
rules for making these decisions and in publicizing these
rules to promote public accountability. In November
2017, the United States released a charter governing its
Vulnerabilities Equities Process (VEP), which outlines
how the U.S. government weighs the various compet-
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ing equities.* The charter delineates which components
of the government will participate in determinations
regarding whether to disclose or retain each newly
discovered vulnerability, and it sets forth the criteria to
be used and the process to be followed in making such
assessments. One year later, the United Kingdom (UK)
announced its Equities Process, which follows a similar
approach.” Most recently, in March 2019, Australia
released its “Responsible Release Principles for Cyber
Security Vulnerabilities,”® and Germany is currently
working to develop a VEP and is expected to make
information about its process public in early 2019.”
However, as described below, the VEP procedures
revealed to date need further improvement,® and most
of the nations with offensive cyber capabilities have not
developed—or at least have not announced—any such
framework.

There are several reasons why countries should devel-
op, formalize, and publicize VEP procedures. First, as
noted above, creating a VEP is a critical step toward
bringing government hacking within the rule of law.
Much more work is needed, particularly in the United
States, to clarify and limit the authority of government
actors to engage in hacking.” Nonetheless, clear rules for
vulnerability management, transparency regarding the
decision-making process, and public reporting of statis-
tics regarding the frequency with which vulnerabilities
are disclosed and retained can help hold governments
accountable to their citizens. Second, as more countries
develop VEP procedures, this can assist nations in coop-
erating to combat the threats posed by various malicious
cyber actors and can help establish international norms.
Widespread adoption and publication of VEP rules can
facilitate information sharing among countries about
common cyber threats, as the United Kingdom has
recognized in its Equities Process document, noting that
vulnerabilities may not be subject to formal review if
they “have already been subjected to similar consider-
ations by a partner and shared with us.”'® Third, govern-
ments will benefit from formalizing decision making to
evaluate the security versus security tradeoffs involved



in handling vulnerabilities. These are not easy decisions,
and, as the “E” in “VEP” recognizes, there are many
different “equities” to be assessed in determining when
a vulnerability should be disclosed to the vendor for
patching. In particular, a VEP can ensure that the inter-
est in disclosing vulnerabilities for repair to promote the
cybersecurity of all users will receive appropriate weight
and that it will not be lost in the pressured and secretive
environment of classified conversations among a limited
number of intelligence or military officials.

This last point is worth emphasizing as a critical role

to be played by VEP procedures. Despite widespread
recognition of the cybersecurity risks posed when
governments stockpile vulnerabilities,'" there can be a
natural inclination by law enforcement, intelligence,
and military officials to press for retention and ex-
ploitation. To ensure a robust VEP that truly weighs

all relevant equities, the decision-making process must
include adequate representation from government agen-
cies or actors that will press for disclosure and repair

of vulnerabilities to promote the public’s cybersecurity.
For example, the U.S. VEP review board includes the
Department of Commerce and the National Cybersecu-
rity Communications and Integration Center, both of
which can provide a perspective focused on protecting
digital security for all users. Because different nations
vary in the structure of their cyber-related operations,
VEP procedures should be tailored to individual coun-
tries to provide for such representation. The procedures
should also ensure that the voices counseling in favor of
disclosure and repair will not be regularly drowned out
by those urging retention and exploitation.

Although the structure of VEP review boards will likely
vary from country to country, there are some critical
elements that should be included in any VED and the
U.S. VED, the UK Equities Process, and the Australian

Responsible Release Principles share certain important
features. All three documents explicitly start from the
premise that, in most cases, disclosing a vulnerability for
repair is in the country’s national interest. Promptly dis-
closing a newly discovered vulnerability to the manufac-
turer allows companies to develop patches and protect
the cybersecurity of all users. As the Australian Respon-
sible Release Principles state: “Our starting position

is simple: when we find a weakness, we disclose it.”"?
Similarly, all three processes require that any govern-
ment decision to retain and exploit a vulnerability must
be periodically reevaluated on at least an annual basis.
Governments must recognize that the vulnerabilities
they retain can also be discovered and exploited by their
adversaries, and, over time, the cybersecurity risks of
leaving vulnerabilities unpatched will continue to grow.
As stated in a recent policy paper by the German think
tank Stiftung Neue Verantwortung (SNV), VEP policies
should determine “‘when’ and ‘how’ disclosure should
occur rather than ‘whether’ and ‘if.”"?

There are also some challenges that are common to any
VEP. One difficult issue is the question of whether it
should be permissible to exclude a vulnerability from
the evaluation process based on a nondisclosure agree-
ment (NDA) with a private vendor. Many countries
obtain vulnerabilities by purchasing them from private
companies rather than through their own research,
and these vendors typically demand NDAs so they can
continue to sell the vulnerabilities to other purchasers.
Although there is little public information about the
scope of this gray market,'* the U.S. VEP explicitly
states that determinations under the process “could be
subject to restrictions by partner agreements and sen-
sitive operations.”" This exclusion of vulnerabilities
acquired under NDAs from VEP review threatens to
become an exception that swallows the rule. The U.S.
government should remove this exemption and require

United States President Barack Obama tours the National Cybersecurity and Communications Integration Center
(Pete Souza / Public Domain)
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vulnerabilities to be assessed through the VED, regardless
of whether they were discovered by government agen-
cies or purchased from vendors. As some former govern-
ment officials involved in this process have argued, the
government could limit its purchases from vendors to
cases where it buys the exclusive rights to a vulnerability,
and it could regularly reevaluate these vulnerabilities

through the VER'¢

Finally, there is the challenge of providing transparency.
Certain information about the application of a VEP
will appropriately remain classified, such as the nature
of vulnerabilities currently being retained for exploita-
tion. But transparency—at least for the applicable rules
of the VEP and for statistical information regarding

the number of vulnerabilities considered, disclosed and
retained—is critical to the legitimacy and successful
operation of any VEP. The U.S. VEP charter requires
annual reporting, including “statistical data as deemed
appropriate,”" but the charter does not commit the gov-
ernment to providing its annual report to Congress or
the public. Similarly, the Australian Responsible Release
Principles state that the Australian Signals Directorate
submits annual reports to the Inspector-General and
the Minister for Defence, but they do not contain any
provision regarding public reporting.'® The UK Equities
Process is completely silent on the issue of transparency
reporting. A requirement for regular public reporting
should be a high-priority area for improvement to these
existing VEP procedures.

The United States, the United Kingdom, and Australia
should continue to develop and refine their vulnerabil-
ities review procedures to ensure that all newly discov-
ered vulnerabilities are considered through a robust
process that is accountable to the public. Meanwhile,
the models provided by these countries are good places
for other countries to start. As nations strive to im-
prove their cyber capabilities and grapple with how to

Sharon Bradford Franklin

best protect their populations and their resources, they
should also ensure that their actions are conducted in
accordance with the rule of law. Creating clear rules and
providing transparency about the management of vul-
nerabilities can be an important first step in this critical
effort.
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How Much Does a “Privacy” Weigh?

Paul Rosenzweig

Benjamin Franklin is famous, in part, for hav-
ing said, “Those who would give up essential Liberty,
to purchase a little temporary Safety, deserve neither
Liberty nor Safety.” Though historical evidence suggests
Franklin’s quote has been misinterpreted,’ the aphorism
has come to stand for the proposition that privacy and
security stand in opposition to each other, where every
increase in security likely results in a commensurate
decrease in privacy, and vice versa.

Couched in those terms, the privacy/security trade-off
is a grim prospect. We naturally want both privacy and
security to the greatest extent possible. But Franklin tells
us this is impossible — that privacy and security are
locked in a zero-sum game where the gain of one comes
only at the loss of the other.

Of course, this characterization is assuredly flawed; it is
certainly possible to adopt systems that maximize both
privacy and security in a Pareto optimal way. That is one
of the reasons why so many privacy and security experts
simply revile the “balancing” metaphor — it obscures
more than it illuminates.

But let us, for now, put this debate aside and acknowl-
edge that the balance metaphor is a partially accurate
depiction of reality. At least in some instances, increases
in security do necessitate decreases in privacy, and vice
versa. The long-standing debate over encryption tech-
nology, for example, appears to be a clear case where
tradeoffs are inherent to any policy decision.?

This acknowledgment challenges us in many ways, at
least one of which has garnered only infrequent no-
tice. It boils down to two questions: How do we mea-
sure privacy? How do we measure security? This short
commentary highlights these questions and begins to
outline some thoughts about its resolution.

These two queries would seem to be natural ones. After
all, if we are going to trade security for privacy (or the
reverse), we need to assign each a metric value of some

50

sort in order to judge whether the tradeoft is worth-
while. Most people, for example, might be willing to
trade a tiny bit of privacy for a thousand-fold increase in
security. Conversely, most would not likely be willing to
sacrifice substantial privacy for a negligible security gain.

Buried in that commonsense consensus are some hard
issues of measurement: What is a “tiny bit”? How do
we measure a “thousand-fold increase”? And what makes
something “substantial” or “negligible?”

MEASURING SECURITY

How do we quantify security? This fundamental ques-
tion underlies almost all modern national and com-
mercial security decisions. The cost-benefit analysis
inherent in measuring security drives decisions on new
car safety devices, airplane maintenance schedules, and
the deployment of border security systems. Indeed, in a
world where resources are finite, some assessment of risk
necessarily attends any decision — whether implicitly or
explicitly.

What is true generally is equally true in the field of
cybersecurity. Governments, commercial actors, and
private citizens considering new cybersecurity deploy-
ment measures either explicitly or implicitly balance the
costs to be incurred — whether monetary or in terms of
changes to enterprise efficiency — against the benefits
to be derived from the new steps under consideration.

The problem with this rather straightforward account of
enterprise decision-making is that no universally recog-
nized and generally accepted metric exists to measure
and describe security improvements. Unlike, say, the
science of electricity, where the general safety of a new
electric outlet can be measured and described in a way
that can be replicated by others, security generally (and
cybersecurity, in particular) remains more art than
science.

For example, we can and do understand that a new



Passengers use Global Entry kiosks at an international airport (James Tourtellotte / Public Domain)

intrusion detection system improves the security of an
enterprise, but we cannot say with any confidence by
how much it does so. Likewise, we can and do say that
any deployment of a new system — say, an upgrade to
an accounting package — will bring with it unknown
or previously nonexistent vulnerabilities that might
manifest themselves. And yet again, we cannot with
confidence measure the change.

Grappling with this challenge and others like it is
fundamental to the maturation of an enterprise cyber-
security model. When a corporate board faces a security
investment decision, it cannot rationally decide how to
proceed without some concrete ability to measure the
costs and benefits of its actions, nor can it choose be-
tween competing investments if the comparative value
of those investments cannot be measured. Likewise,
when governments choose to invest public resources in
a security measure or otherwise regulate private-sector
activities, they must do so with as much information as

possible.
MEASURING PRIVACY

The same problems exist, to an even greater degree,
when we turn to the question of measuring privacy.

To begin, privacy seems to be inherently less capable of
measurement than security. At least in the security con-
text, we can imagine some concepts that lead to neutral,
objective metrics of success. Security might, for exam-
ple, be measured by lives saved, intrusions prevented,
crime reduced, or even malicious actors captured. We
might even decide, in some contexts, that we care less
about the harm caused by the security breach than we
do about recovery from the breach, and thus choose a
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security metric based on how quickly we can overcome
the effects of a security failure. None of these measure-
ments would be perfect, but in theory, we might begin
the discussion.

In the case of privacy, we are more skeptical of the
existence of neutral, objective metrics. This is, in part,
because privacy is in many ways a hedonic value, which
is to say that different individuals assess it in varying
ways. Some would gladly trade personal data privacy for
increased physical privacy, as evidenced by the fact that
many participate in Global Entry and the Transporta-
tion Security Administration’s (TSA) Pre-Check pro-
gram, which allows the government to screen their data
for threat indicators in exchange for an easier physical
screening experience when traveling. Others, however,
might make the contrary choice, preferring data privacy
while accepting an increased compromise of their phys-
ical privacy. We know of no way of determining which
one is “right” and which is “wrong” in that assessment.

Even more problematically, we might not only disagree
as to which privacy value is superior, we might also dis-
agree on the intensity of our preference. If one person
feels strongly about his choice and another person is
indifferent to the matter, that makes the privacy mea-
surement difficult. In short, because people experience
privacy very differently, it is much harder to imagine a
uniform, generally agreed-upon privacy metric.

One way we deal with this uncertainty now is to hide it
behind ambiguous phrases that hint at metrics without
any actually existing. Regulators in Europe, for example,
ask whether privacy disclosures are “proportionate” or
whether systems of privacy protection are “adequate.” In
some ways this is understandable — they are trying to



give expression to the inexpressible. But in the end, this
phraseology is little more than the law of the Chancel-
lor’s foot, disguising decisionmaker-based policy prefer-
ences as some objective criteria.’

Another way to deal with the privacy metrics problem
is to deny that it is relevant to a policy discussion. The
question of metrics, and efforts to answer it, are only
of interest to those who begin from the first principle
that neither privacy nor security are absolutes. There are
some who disagree — notably those who think privacy
is an inherent human right that cannot be extinguished
or traded away. For them, this entire exercise is an
affront.

But this position is surely untenable. Protecting privacy
requires acknowledging that both privacy and security
are instrumental values and not absolutes. To be sure,
this makes policymaking far more difficult. It means, for
example, that we need to look at privacy as a construct
used to protect other important values — things like
autonomy, self-determination, democracy, and liberty
of conscience — and try to be clear about connections
between them. But the fact that an exercise is difficult
does not mean the effort should not be made.*

THE SOLUTION

So where does that leave us? Is it impossible to mea-
sure privacy or security at all? Is the tradeoff paradigm
flawed at the foundation because it demands that which
does not yet exist and, worse yet, cannot reasonably be
thought to ever be feasible?

One certainly hopes not, for there is another failure
mode that is possible — the opposite of valuing pri-
vacy as an absolute: the belief that if privacy cannot
reasonably be measured, then its value may be assessed
as nonexistent. When combined with our security
impulse, this lack of a privacy metric can drive us to
disregarding privacy altogether. And so, as a result, the
pendulum swings — from 9/11 to Snowden and then,
perhaps, back again. This sort of schizophrenia leads to

Paul Rosenzweig

bad policy.

How, then, do we square the circle and measure privacy?
The answer likely lies in the concept of consequence
rather than intrusion.’ To be more explicit, the measure
of privacy — if we can develop one at all — depends

on tying privacy intrusions to real-world consequences:
insurance denied, job applications rejected, or searches
conducted. That sort of variegated, diffuse concept of
privacy harm is assuredly difficult, but the lack of any
attempt to measure privacy at all is even more problem-
atic.

Because the problem of measuring security and pri-
vacy is at the core of sound policy, law, and business
judgment, it is critical to get right. The absence of
agreed-upon metrics to assess either means that many
companies and agencies lack a comprehensive way to
measure concrete improvements in their security or
privacy protection. To that end, the U.S. government
needs to launch an initiative to build a consensus
around how to fill that gap. Without measurement,

we are doing nothing but expressing our opinions and
preferences — and in a time of enhanced threats, con-
strained resources, and changing notions of privacy, that
simply is not an adequate response. In the end, we really
must know just how much a “privacy” weighs.
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Learning from Russia’s Influence

Campaigns in Eastern Europe
A Conversation with Nina Jankowicz

Interviewed by FSR Staff

Fletcher Security Review: Thank you for taking the
time to speak with us. Can you begin by telling me a bit
about the work you're doing right now?

Nina Jankowicz: Sure. I am working on a book that
tracks Russian influence in Central and Eastern Europe
over the past decade. But rather than kind of looking

at tactics and techniques, which we know a lot about
already, it's looking at responses, which I think the West
has yet to really observe. We tend to think that this is
the first time this has ever happened to and we need

to reinvent the wheel and our response. And I actually
think there's a lot to learn from countries like Estonia
and the Czech Republic in what they've done right, and
what they've done wrong,.

FSR: Can you talk a bit about what Estonia and the
Czech Republic have done right and wrong?

NJ: Estonia, as you might know, has a large ethnic Rus-
sian population and dealt with this Bronze Soldier crisis
in 2007 where the government wanted to move, and
did move, a Soviet statue from the center of capital tal-
ent into the outskirts, which isn't saying much because
Tallinn is quite small. But the Russian government used
this and the marginalization of the ethnic Russian pop-

ulation in order to foment unrest. And this is a typical
tactic that the Russians use: preexisting societal fissures
that create distrust in institutions and dismay among
the general population. So there were protests.

There was also a cyber attack attributed to Russia. It
shut down a lot of banks, media outlets, and some
government websites. It was what I call “Disinforma-
tion: beta version” because they didn't have much social
media back then. So fake news and disinformation are
traveling via normal media outlets because the Russian
population was kind of marginalized and only had these
Russian language outlets. All of that background is to
say that the government in Estonia, rather than focusing
on a kinetic response directly toward Russia, which it
obviously did as well, invested in people and trying to
repair that fissure between ethnic Estonians and ethnic
Russians in society: investing in education, investing in
media, investing in people to people contact. Since the
annexation of Crimea there was some nervousness about
what might happen with the concentrated Russian areas
in Estonia.

There's one town called Narva that's 95 percent Rus-
sian. It's right on the border. The new government that
came in was really investing in that. Since 2014 the new
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Protests against the removal of the Bronze Soldier‘of:Tallinn (Leena Hietanen / CC BY SA 4.0)
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President of Estonia Kersti Kaljulaid (center left) meets with President of Russia Vladimir Putin (center right)
(The Russian Presidential Press and Information Office / CC BY 4.0)

president, Kersti Kaljulaid, has actually done a little sab-
batical where she moves her presidential administration
to Narva and there's a lot of investment in the town,
and for the first time people are kind of feeling like they
matter when they've been neglected to a strong degree.
So, a lot of the responses that I advocate for in my work
are based on people. These problems that exist can be
exploited by any bad actor, whether it's Russia, Iran,
China, Bangladesh, or Venezuela, as we've seen recently.

It’s one thing to say: we need to have good governance.
You can't exactly legislate that, but you educate peo-
ple. You can also invest more in civics because a lot of
the disinformation that we see has legs because people
don't understand how the government works. If they
understood what it was actually like inside a lot of these
government agencies or even at their local level, I think
a lot of this stuff would seem a lot less intriguing.

I think that sort of thing is a wider spread than most
people recognize, and part of that is the atrophying
local media environment as well. We're seeing more
and more local newspapers and media outlets go under,
and these local outlets are kind of the connective tissue
between people and their governments. So those are the
things that are exploited and those are the things that I
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think we need to focus on repairing.

FSR: That's fascinating. I also read that you've man-
aged democracy programs in places like Belarus. Can
you talk a bit about your experiences there?

NJ: The National Democratic Institute has been around
for about 35 years. They manage democracy assistance
programs all over the world but got their start kind of in
the end of the Soviet-era in Eurasia and Eastern Eu-
rope. | worked on Russia and Belarus, and a lot of the
assistance that we did with activists in those countries is
centered around political parties: party building, party
communications. We did some election observation
trainings and skills building as well. We designed pro-
grams that activists could come to and work on how to
conduct voter outreach or how to do petitions on how
to make civil initiatives happen in their communities.

Belarus, in particular, is really interesting because of its
geopolitical position. It’s kind of like a pendulum that
swings back and forth between Russia and the West.
When it's not getting what it wants from Putin, it
comes to the west and the West is like, ah, finally this is
our chance to make a difference in Belarus. But inevitably
something else happens that brings it back to Putin. So
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we've seen that happen. The most recent one before this
was in 2010, and we're seeing it happen again. This is
the third such pendulum swing, and they often end in a
crackdown on democratic activists.

This one has been brought about by the fact that Lu-
kashenko doesn't like that Putin has designs on Belarus.
There's already Russian military bases in Belarus, and
there's been some talk of the “Putinization” of Belar-
us. Lukashenko likes that. If you read any of these hot
takes in any of the foreign policy type establishment
magazines that are writing about the new thaw Belarus,
it might look like a thaw, but it's not going to last one
way or another. That's why Lukashenko has been in
power for 30 years. And human rights and civil rights in
Belarus are still really quite poor. So we might look and
say, you know, he's trying to cozy up to us, but we should
look at it at face value and understand that this is often
how things work there.

FSR: What do you think Russia’s influence is going to
be over the upcoming elections in the Ukraine?

NJ: Well, Ukraine has always been the kind of laborato-
ry or petri dish for all of these techniques. We saw some
Sputnik-related pages get taken down recently where
they were posing as local news outlets. They were look-
ing like local news and talking about these issues and
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then linking back to Sputnik content. This is where they
create trust around real issues, then try to get people to
turn out, whether that's signing a petition or changing
their profile picture on Facebook or coming out to an
event like a protest.

Ukrainians have a lot of apathy toward their govern-
ment right now and toward all of the candidates. Poll-
ing is really hard in Ukraine, but the last I saw, around
20 percent of voters are still totally undecided, and the
election is in less than two months. There’s only one
new face, and then everybody else is a known quantity
to Ukrainians. Ukrainians have a bit of savior complex
where they want somebody new to fix things all the
time. Certainly Poroshenko and Tymoshenko, the two
other leading candidates, are quite tainted for various
reasons, but they both have decently strong support.

I mean it's still under 20 percent. So all this to say it
wouldn't be hard to continue to inspire that apathy.

If you look at the posts that Facebook took down from
Sputnik, they gave a couple of examples.

One of them was about the quality of water in that par-
ticular town. One of them was they had some NATO
related posts, which isn't really a firebrand issue in
Ukraine, but it's a little bit divisive. So again, real issues,
real complaints, but things that if just kind of tweaked a



little bit could keep people home or have them vote for
somebody that may not be as qualified for the post.

Facebook has said that is not going to allow political
advertising to be bought from outside of Ukraine, but
I don't think that will be hard to fake. I'm going to be
looking for new things that they're Kremlin might be
able to use in 2020 that they're trying out in Ukraine.
But so far we've, I don't think we've seen too much of
that.

FSR: What aspects do you see of the Russia disinforma-
tion campaign against the US in particular that are the
most dangerous or insidious?

NJ: I think it is deceptively simple. I think a lot of
people have focused rightly on protecting election infra-
structure. We've seen a lot about the need to re-up our
cyber fences around voter rolls and election commis-
sions at the state level. And we need to make sure that
the campaigns have good digital hygiene. And that's all
really good and really important, especially on a cam-
paign level because that was a bit difficult during 2016.
But those are easy things to do. The much more difhicult
fixes are the ones that I was talking about before where
we need to invest in people’s greater understanding of

the problem.

The way that Russia exploits that is two-fold. They use
these preexisting fishers in society through positive
campaigns, that are grounded in kernels of truth, if not
totally true, but with like a crazy spin on it. This makes
it really difficult for social media platforms to say, #his is
Jake, let’s fact check those, and then if it's fake, we'll take it
off the platform. Because it's not necessarily fake news - I
think it comes down to this lack of critical thought that
a lot of people have based on online news consumption.

So there's a lot of focus and part of this is because of the
Trump administration, the focus that they're putting on
it, and the lack of political will to address these things.
But there's a lot of focus on election infrastructure. Just
yesterday (Feb. 5, 2019), the DHS and DOJ put out

a statement about the report that they're delivering to
the president that says that there was no tampering with
voter rolls or votes during the midterms, which is true,
but we know for a fact there was an ongoing online in-
fluence campaign. There probably still are accounts that
are active on both Twitter and Facebook, probably more
on these crazy alt-right websites, certainly on Reddit
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we've seen that they're continuing to represent them-
selves as Americans and influence U.S. discourse.

That's the type of thing that's a lot more nefarious, a
lot more insidious, and really hard to put a finger on.

I don't think it's Russia's goal to actually go in and
change voter tallies. I think they want to inspire doubt
in the system. So even by DOJ and DHS putting that
statement out there that says they didn't do it #is time
is feeding into the Russian goal because what Russia
wants people to think is, my vote might get changed, my
vote doesn't matter as much, so I'm not going to go out to
vote. It's this very complex voter suppression psycho-
logical thing. All Putin has to do is rattle the door knob
of one voter file once for us to have that doubt in the
system. And that's more dangerous for democracy then
than any actual vote tampering that they could do.

FSR: So they don't want to do the dirty work them-
selves. They want to inspire us to do it ourselves.

NJ: Absolutely. Whether you're talking about disinfor-
mation or cyber activities, that's exactly what Russia
wants to do. And also it helps them have plausible
deniability. It's like, 0h no, we didn't do it, are you really
going to try to slap some sanctions on us for rattling the
door handle to your voter roll?

FSR: What do you think we can expect in the 2020
elections?

NJ: I get this question a lot and I think there's no rea-
son to expect anything different. We've not seen enough
of a change from the platforms, the government, or the
public, to expect that any bad actor will really change
their tactics. In fact, we've seen the Russian playbook
has been laid bare for other bad actors, and we've seen
it replicated across the countries that I named before.
This is cheap. This is effective. They probably still have

thousands of accounts working on their behalf.

Russia and others are also finding out ways to get
around them. I think we'll see more of the same, except
a bit less brazen. We're not going to see ads paid for in
Rubles, or traffic coming from Russian IP addresses. It's
going to be masked via VPN and they're going find oth-
er ways to get around it and pay for it, whether that's
through explicit cooperation with sites or fringe entities
that support the Russian mission. In terms of the actual
tactics, there's no reason to think that they'll change.
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And I know that's not a super sexy answer, but it's the
truth.

FSR: Are there other actors that you think are going to
try to imitate Russia?

NJ: Well, we've already seen sites from Venezuela and
Iran trying to do the same. China really hasn't gotten
into this as much because they've got their own stuff

at home, but I am sure they are creating their own
textbook for these opportunities to exploit when they
need to. [ would also add that these tactics are being
mimicked by homegrown actors as well. We're seeing it.
In fact, I wrote a story about a candidate for Senate in
Massachusetts who was running against Elizabeth War-
ren. You might've seen his crazy ads earlier in the year—
Shiva Ayyadurai. He had an astroturfing operation that

Nina Jankowicz

I can't directly attribute it to his campaign, but I alerted
Facebook to these accounts, which were clearly fake,
they had fake profile pictures. They all posted the same
things at the same times across a variety of anti-Warren
and pro-Trump Facebook groups that were in favor of
Shiva Ayyadurai. They're all added to groups by each
other or by people associated with the campaign. So I
don't know that this candidate said, go create these ac-
counts, but someone who supported him was doing this.

That's the sort of thing that we're going to see a lot on
both sides of the political aisle. And what I want to see
is politicians standing up against it and saying, a// mem-
bers of our party are going to adhere to these rules and we're
not going to engage in the same type of behavior that bad
foreign actors do. Because otherwise, we're just totally
screwed.

Nina Jankowicz is writing a book on the evolution of Russian influence campaigns in Eastern Europe. She has previ-
ously worked advising the Ukranian government on communication and managed democracy assistance programs for
Russia and Belarus. She is currently a Global Fellow at the Woodrow Wilson International Center for Scholars’ Kennan
Institute and has previously served as a Fulbright-Clinton Public Policy Fellow.



The Perfect Weapon

War, Sabotage, and Fear in the Cyber Age by David E. Sanger

A Book Review by Travis Frederick

“No modern military can live
without cyber capabilities, just as no
nation could imagine, after 1918, living
without airpower.”

In 7he Perfect Weapon, David Sanger
argues that the nature of global power
itself is undergoing dramatic changes,
brought about by the proliferation of
highly advanced cyber capabilities. Today,
internet access is nearly ubiquitous, the
cost of entry is low, and, particularly in
the domain of cyberwarfare, there is one
fundamental fact: offensive capabilities
have critically outpaced cyber defenses. A
weak and impoverished nation like North
Korea can hold large swaths of public
and private infrastructure in America at
risk, steal military OpPlans, and pilfer
millions of dollars from foreign banks. A
Kremlin reeling from sanctions, low oil
prices, and historically low public trust is
able to threaten the very foundations of
American democracy through targeted
social media campaigns and hacking and
leaking the emails of a major political
party. But while the offensive advantage
has given weaker powers greater capacity
to pursue their geopolitical objectives,
U.S. leadership has found that their re-
sponse options have not similarly benefit-
ted. America’s offensive cyber prowess so
exceeds its own defensive capabilities that officials often
hesitate to strike back for fear of establishing norms of
retaliation against vulnerable infrastructure or inciting
unintended escalation. Sanger argues that without an
open public debate among government policy makers,
military planners, and academics to coordinate a grand
strategy, the United States will be forced to accept a
world of constant cyberattacks, limited response op-
tions, and the greater risk of capitulating to foreign
coercion.
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Throughout Sanger’s numerous interviews in 7he Perfect
Weapon, there is an unmistakable tension present in

the cyber security views of public officials, intelligence
agencies, and private companies. How should they
respond to cyberattacks and known defense vulnerabil-
ities? In response to Russian interference in the 2016
U.S. presidential election, some officials advocated
retaliation by punishing Russian President Vladimir
Putin personally, freezing oligarch money around the
world, or by conducting an in-kind hack and leak



operation against the Russians. Yet, the most common
U.S. response to attacks has been either low-cost sym-
bolic action, or to secure defenses and not respond at
all. One Obama-era official noted the reticence to even
publicly attribute known attackers because, “Once you
say who committed an attack, the next question is, so
what are you going to do about it?” Intelligence officials
have encouraged this government silence, arguing that
by attributing an attack, states reveal both their capac-
ity to monitor their own networks as well as adversary
systems. Likewise, they argue that public acknowledge-
ment of one’s own offensive cyber capabilities under-
mines previously secret advantages their forces may have
had. Private companies have pushed back against this
silence, arguing that the government bears the respon-
sibility to publicly reveal potential attacks or network
vulnerabilities once it has found them. Reflecting a
lack of confidence in government responses, some tech
giants have taken to “active defense”—hacking back. So,
how should the United States respond to cyberattacks
and known defense vulnerabilities?

The primary argument of 7he Perfect Weapon is that
despite years of spending billions of dollars on new
offensive and defensive cyber capabilities, the United
States has failed to create a successful deterrent against
cyberattacks. By first acknowledging the folly of going
on the offense without a good defense, Sanger advocates
for establishing a policy of deterrence by denial. He goes
on to provide a set of policy recommendations based

on securing U.S. defenses and establishing international
norms against cyberattacks. He believes that these two
pillars of cyber policy, namely a strong defense and in-
ternational norms of non-aggression, will most effective-
ly support U.S. national security in the coming decades.
This will require a Manhattan Project-like commitment
to secure the most critical infrastructure and a set play-
book for responding to attacks. This playbook requires
that the U.S. enhance its capabilities to attribute attacks
and make calling out adversaries the standard response
to any and all cyber aggression.

Travis Frederick

One critique of Sanger’s emphasis on deterrence by
denial is that it does not introduce costs sufficient to
change the calculations of malicious actors. Even with
an effort on the scale of the Manhattan Project to shore
up U.S. defenses combined with calling out adversaries,
it is implausible that the costs of an adversary’s failed at-
tempts to penetrate critical networks or public shaming
will ever meet the threshold to successfully deter further
attacks. During an interview with the author of this
review, David Sanger acknowledged the limitations and
tradeoffs of a primarily deterrence-by-denial approach.
However, he also argued that policy options are con-
strained by the reflexive secrecy of the national security
establishment regarding offensive cyber capabilities,
which has effectively undermined any cost the United
States may hope to instill in the minds of its adversaries.
In order to create any kind of cyber deterrent or engage
in any negotiation of limits in cyberspace, the United
States is going to have to be willing to acknowledge
some of its own capabilities. By pushing back on some
of the system’s reflexive secrecy, Sanger argues, the Unit-
ed States can acknowledge some of what it can do in
order to threaten adversaries, and importantly, what it
will not do in order to begin establishing global norms
in cyber conduct. Through hardened defense, norms

of non-aggression, and progress towards eventual cyber
arms control, Sanger hopes that one day a strategic
stability will be reached where the world will be able to
reap the full benefits of a technological society without
being held captive by burgeoning cyber vulnerabilities.

Truly compelling for security scholars and casual readers
alike, 7he Perfect Weapon provides a fast-paced, detailed
history of cyberattacks. David Sanger adroitly illustrates
the central dilemmas of cyber policy and the tensions
among its key U.S. actors, all while maintaining a sense
of immediate concern for the immense dangers posed
by cyber warfare. This book has a breadth and depth
that will engage casual readers and urge professors to
update their course syllabi with several new chapters.

Travis Frederick is a Ph.D. candidate in security studies at Princeton University and a graduate researcher in Prince-
ton’s Socio-Cognitive Processes Lab. His research interests include Russian security policy, U.S.-Russia relations, and
the psychology of threat perception. He is a Graduate Fellow at the Center for International Security Studies and has
previously worked at OSD Policy, U.S. State Department, and GTRI.
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A Healthier Way for the Security Community
to Partner with Tech Companies

Dr. Douglas Yeung

Digital data captured from social media, cell
phones, and other online activity has become an in-
valuable asset for security purposes. Online mapping or
cell-phone location information can be used to collect
intelligence on population movement, or to provide
situational awareness in disasters or violent incidents.
Social-media postings may be used to vet potential
immigrants and job applicants, or to identify potential
recruits who may be likely to join the military.

However, breakdowns in relationships between the tech
industry and would-be consumers of technology’s hand-
iwork could imperil the ability of security stakeholders
to use this data. Ongoing issues have already begun to
shape some technologists’ views on the ethical use of
artificial intelligence and other technologies in war and
conflict and their impact on human rights and civil
liberties. It isn't difficult to imagine a series of future
incidents further souring collaboration between tech-
nologists and security stakeholders.

In contrast to its reluctance over security matters, the
tech industry has been a willing partner for government
agencies and communities that promote health and
wellbeing—topics that present less of an ethical chal-
lenge. Although it may not be immediately apparent,
wellbeing and security have much in common. Could
the security community take a page from wellbeing
efforts to improve their collaboration with the tech
industry?

BIG TECH HOLDS MOST OF THE CARDS

Maintaining data-sharing partnerships with the tech
sector is critical to ensuring that security interests can
access timely, representative, and complete data sets;
build and operate robust data transfer pipelines; and
maintain reliable data storage and backups. Properly
interpreting data requires highly trained analysts and
organizational support, analytic tools, and knowl-
edge-sharing policies and protocols. Data must also be
distributed to those who need it most—intelligence
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analysts, military commanders, and senior decision
makers—and safeguarded against theft or loss. As with
any security mission, interrupting the supply chain (in
this case, digital data, its supporting infrastructure, and
access to tools and trained personnel) can threaten the
mission’s success.

Given the market dominance of a few big companies,
such as Amazon, Facebook, and Google, these digital
assets and capabilities likely cannot be acquired through
other channels. Social-media companies tightly control
data access, while big data-management and analytic
capabilities often reside in cloud-computing companies.
As a result, tech companies have become critical secu-
rity partners for governments and other stakeholders.
As with allied nation-states or international coalitions,
maintaining working relationships and cooperation is
essential for continued data flows.

LACK OF TRUST IMPERILS TECH-SECURITY
COLLABORATION

Perhaps the key challenge to these partnerships is a loss
of trust resulting from a perceived mismatch in institu-
tional goals between government security agencies and
the tech companies on which these agencies have come
to depend. Vocal tech workers have taken actions to
block their employers from cooperating with govern-
ment agencies or working on projects that the workers
find objectionable. In 2013, leaks about the National
Security Agency’s (NSA) alleged data-collection activ-
ities strained relationships between the NSA and tech
companies as well as members of Congress, foreign
government leaders, and the public. After criticism from
the public and their own employees, tech companies
such as Yahoo, Google, Verizon, and Apple increased
security measures, called for surveillance reform in a
joint open letter expressing some distrust of the govern-
ment, and released “transparency reports” that detailed
the government’s requests for information and how the
companies responded (e.g., what type of information
was shared).



More recently, Microsoft employees demanded that

the company stop working with Immigration and
Customs Enforcement to protest family separations at
the U.S.-Mexico border."! Google employees signed a
petition and some even resigned in protest over Google’s
work with the Department of Defense on artificial-in-
telligence capabilities for drones.? Amazon employees,
citing family separations and government surveillance,
objected to selling the company’s facial-recognition
software to law-enforcement agencies.’ These companies
have ended some security-related projects and may be
wary of ongoing or future government cooperation on
security matters.

Tech companies have taken other concrete actions such
as hardening security protocols to impede law enforce-
ment or intelligence agencies from intercepting commu-
nications, and either canceling or declining to bid on
government defense contracts.

ADVANCING SECURITY THROUGH
WELLBEING

There is another path to advancing security—one that
piggybacks on the burgeoning public-private cooper-
ation around civic wellbeing. Governments at all lev-

els and in communities around the world are leading
initiatives to improve collective wellbeing though the
use of digital data. These efforts emphasize measuring
how local conditions, policies, and programs influence
quality of life, and promoting those that have the largest
positive impact. The institutions at the forefront of
these efforts have worked to ensure they are making the
best use of technology-derived insights to address intrac-
table societal problems.
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These collaborations benefit from the tech industry’s
perceptions of their government partners. In contrast to
security-related collaborations, the tech industry appears
to hold a more positive view of the government’s moti-
vations when the goal is society’s wellbeing.

Two examples illustrate how collaborations between
local governments, tech companies, and other civic
organizations have succeeded. Air Louisville, for in-
stance, is a community partnership program that began
in 2012 to provide local government with information
about air quality in Jefferson County from sensors fitted
to residents’ asthma inhalers.* This data-driven collabo-
ration between philanthropic funders, public agencies,
and private tech companies mapped environmental
conditions and corresponding health risks, and used
that information to identify mitigating actions, such as
rerouting trucks away from high-risk areas.

The City of Santa Monica’s Wellbeing Project sought

to go beyond traditional (e.g., economic) performance
measures to measure government’s impact on the well-
being of its residents. Santa Monica’s Wellbeing Index
has engaged multiple partners to collect and make use
of data and emerging technologies to provide a shared
understanding of community strengths and needs. For
example, the RAND Corporation, headquartered in
Santa Monica, has worked to help Santa Monica mea-
sure civic wellbeing, partly through analyzing social-me-
dia data, and embed that information into policymak-
ing. Santa Monica also partnered with RAND, Fitbit,
and Fitabase, a research platform for health tools, to
observe indicators related to physical activity or other
factors of wellbeing. With more information about resi-
dents’ health, Santa Monica plans to improve city plan-
ning and investments, and design programs and policies
to improve resident wellbeing. In both cases, the city’s
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tech partners likely joined the effort in part to advance
wearables and other tech products that are positioned to
play a role in digital health, telemedicine, and precision
medicine.

WELLBEING AND SECURITY ARE
COMPLEMENTARY DOMAINS

While the similarities may not be immediately appar-
ent, wellbeing and security are, in fact, complementary
concepts. Both involve societal institutions striving to
ensure the safety and welfare of their citizens. Addi-
tionally, both include the notion of collective benefit,
or that collective actions may not offer direct benefits
to an individual or group but should be undertaken to
advance the mutual interests of an entire community.
Examples of this principle of shared responsibility for
security include mutual defense treaties, security alli-
ances and coalitions, and, for wellbeing, international
bodies convened to tackle global health crises.

Similar to security efforts, wellbeing initiatives focus on
understanding broad factors and upstream drivers that
influence the state and stability of an entire community
or group. Both domains attempt to build resilience to
buffer the population against natural disasters, infra-
structure catastrophes, terrorist attacks, or war. Pro-
grams and interventions in each domain create condi-
tions that can fulfill more fundamental requirements for
economic and physical security (e.g., physical infrastruc-
ture) as well as higher-order goals (e.g., public opti-
mism). For instance, a foundational aspect of wellbeing
is developing healthy attitudes and behaviors as well as a
sense of community, each of which starts with creating
shared values among community members.’ Relatedly,
counterinsurgency or other military campaigns may
seek to “win hearts and minds,” acknowledging the
importance of gaining a population’s trust.

Economic opportunity, which includes the availability
of jobs, businesses, and affordable housing, is a critical
component of both wellbeing and security because it
provides people with financial security and stability.
Concerns about financial security and a lack of pros-
pects can hollow out a community, as young people
move away to seek jobs, leaving less-mobile individuals
behind and without support. Similarly, refugees and
asylum seekers in search of a better life due to economic
or safety concerns are often seen as a security threat or
an economic burden. Yet research suggests that refugees

and other migrants actually provide economic benefit
to a region.® Wellbeing or security efforts that address
economic vulnerability or humanitarian crises in poten-
tial migrants’ home countries may slow their outflux, as
improved community conditions allow people to thrive
in place.

Similarly, wealth inequality presents a serious threat to
both global stability and wellbeing. Prominent individ-
uals such as former President Barack Obama, billionaire
investor Warren Buffett, and Facebook CEO Mark
Zuckerberg have all decried the detrimental economic
impact of income inequality.” Some community well-
being stakeholders have made addressing inequality an
explicit goal, or even their central mission.® Increasingly,
inequality is also seen as a multidimensional security
challenge, such as by fueling populist sentiment.” Gov-
ernments routinely undertake a wide range of security
assistance, economic development, and other foreign aid
programs, each with differing priorities and stated goals.
Collectively, these programs could be viewed through
the lens of addressing inequality.

Finally, population diversity benefits both wellbeing and
security. It adds richness to societies, and it can improve
creativity and performance in smaller groups. Military
recruiting leaders, for example, emphasize the impor-
tance of creating a diverse mix within the armed forces
that reflects the breadth of the general population.

HOW COULD A WELLBEING APPROACH
BRIDGE THE TECH-MILITARY DIVIDE?

Given these commonalities, the question for security
stakeholders is this: to what extent could they use digital
data and other emerging technologies to better under-
stand and monitor the health and security of commu-
nities, and then look to solve problems that are central
to societal wellbeing? Digital data from tech-sector
partnerships support several key functions for wellbeing
that may also fulfill security requirements. For example,
social-media content is useful to track public sentiment
and to estimate political will. Geolocation data can
provide information to allocate resources and position
infrastructure. These and other forms of digital data are
useful to provide situational awareness in preparation
for disasters or unexpected events, and to inform fore-
casts and predict trends.

The U.S. government has begun to address this question
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by increasing its outreach to and engagement with the
tech community. Attempting to head off the potential
loss of access to critical technologies, U.S. nation-

al security and intelligence agencies have established
several Silicon Valley outposts (e.g., In-Q-Tel, Defense
Innovation Unit) to increase their presence and build
relationships in the tech community. Additionally,
direct engagement on contentious topics could send

a more powerful signal of openness. For instance, the
mission of the Department of Defense’s newly created
Joint Artificial Intelligence Center emphasizes engaging
artificial-intelligence researchers and developers on tech
ethics and civil liberties.

Another potential avenue to bridging civil-military
divides would be to explore how governments and tech
partners have successfully collaborated on wellbeing in
the past. How were tech and wellbeing collaborations
forged, and what motivated tech companies leaders and
employees to join them? Tech companies may find it
beneficial to signal that they are working productively
to improve the wellbeing of a community, for example.
As evidence, consider the existence of several wellbe-
ing-focused corporate arms of tech companies, such

as Google’s Sidewalk Labs, Headspace Health, Uber
Movement, and Airbnb Citizen. Tech companies, in
contrast, may wish to signal to internal and external
audiences that they are not cooperating on controversial
uses of digital data. This may suggest that the security
community should deliberately consider how potential
collaborations or uses of digital data might be perceived
by the public and the tech industry. It may also suggest
that security stakeholders reframe or refocus their efforts
on issues like inequality that cut across wellbeing and
security. In this manner, tech and wellbeing could be

a model for how to use tech productively to improve
wellbeing and security, and for a less controversial path

to tackling fraught or challenging issues.
CONCLUSION

Developing and harnessing technological innovation

is an essential step on the path to advancing security.
Whereas technological innovation was once limited to
the nation-state, today it often resides in private com-
panies across the world. Debates have erupted over the
appropriate use of this technology, and these disagree-
ments threaten the continued ability of governments
and other security stakeholders to develop advanced
capabilities. On the other hand, attracted by the poten-
tial for digital data to inform policymaking and improve
decision making, a growing number of governments
and nongovernmental institutions have successfully
partnered with the private sector to analyze this data as
a means of increasing societal wellbeing.

Existing efforts to promote community health and
wellbeing have included stakeholders from sectors as
varied as transportation and business. These initiatives
have also begun reaching out to the defense and security
communities, which have a longstanding interest in the
health and resilience of military families and commu-
nities. Not only is wellbeing neatly complementary to
security efforts, but also many security actors have long
recognized the importance of wellbeing and have been
engaging in wellbeing promotion for years. The U.S.
military has sought to support the economic opportuni-
ties available to military caregivers, address servicemem-
ber mental health, assess “comprehensive soldier fitness,”
and examine the impact of communication technologies
on service members’ resilience and wellbeing.'® The
parties involved in these combined efforts could con-
sider how to expand this outreach and strengthen these
relationships.



Any efforts to capture and derive value from digital
data, whether it is wellbeing- or security-focused, will
likely have to grapple with a set of common concerns.
As is clear from recent trends, tech ethics and data
privacy, along with equity and bias in algorithms, will
probably remain among such concerns. Further, while
security stakeholders must contend with the private
sector’s wariness, digital data companies are facing their
own reckoning in terms of public trust. Addressing
these issues will be important in determining the feasi-
bility and success of future collaborations on tech and
security.

Seen from another angle, the major security challeng-

es facing the world may end up resembling wellbeing
problems. Automation and a resulting lack of work and
opportunity may threaten people’s sense of meaning and
purpose. Unaddressed mental health issues may precipi-
tate violent incidents. Mass migration can spark region-
al conflicts. Online hacking and trolling contribute to a
breakdown of civic trust and participation and weaken
our belief in facts and evidence. Climate change could
more frequently spawn severe, deadly weather events.

Ensuring security is the most fundamental responsibility
of government. The ability to discharge that responsibil-
ity will benefit from continued collaborations with the
tech industry and other societal actors to acquire and
employ technological capabilities. Security stakeholders
already cooperate with a wide range of actors across
different countries and with different missions. Going
forward, the security and wellbeing communities should
consider how the similarities of their missions can in-
form the best use of digital data to achieve security and

Dr. Douglas Yeung

wellbeing for all.
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Obstacles to IT Modernization
The New National Security Imperative

Richard Beutel & Andrew Caron

INTRODUCTION

As the December 2018-January 2019 gov-
ernment shutdown pressed forward into unexplored
territory, no one asked what impact the continuing
funding delays might have upon information technol-
ogy (IT) modernization. This should be a significant
concern, as I'T modernization is now widely recognized
as a national security imperative. The cumbersome and
lengthy acquisition process stifles innovation and allows
U.S. adversaries such as China to develop and deploy
cutting-edge technologies far faster than the United
States is able. The loser is the U.S. military, which is
often saddled with obsolete capabilities. The recently
released Third Volume of the Section 809 Panel report
states this explicitly—we are on a “war footing”—and
the government’s cumbersome acquisition policies are
a primary culprit. The shutdown certainly did not help
any of this. The authors can offer no solution regarding
how to solve the threat of another shutdown. The issues
are no longer substantive—both parties see “the wall” as
emblematic to their political base. But we can talk about
recent green shoots in addressing the IT acquisition.

L)

Without mincing words or exaggeration, the govern-
ment has a dismal record of successful I'T moderniza-
tion." The U.S. Government Accountability Office
(GAO), a respected government watchdog, has exhaus-
tively documented the government’s dependence on
outdated legacy IT and the billions of U.S. dollars wast-
ed by agencies in failed modernization attempts.” The
causes are numerous: a compliance-oriented acquisition
workforce, perverse incentives that reward “box check-
ing” rather than end-user outcomes, and an entrenched
cultural fear of “doing things differently” caused by an
overblown concern about potential bid protests and
increased congressional oversight.’

Recently, however, a new awareness has arisen across the
government that the old ways of I'T procurements no
longer serve the country. Current acquisition techniques
are relics of an age before commercialized internet ser-
vices even existed; they were not designed to keep pace
with the rapid evolution of I'T technologies.

Greg Touhill, former Federal Chief Information Se-

curity Officer, captured the scope of this challenge.
“Touhill’s Law” states that, since the average human

i &

\mliy

Brig. Gen. Greg Touhill receives his new*rank’(Kemberly Groue'/‘Public Domain)




United States Secretary of Homeland Security Jeh Johnson attends a DHS Cybersecurity Town Hall meeting
(U.S. Department of Homeland Security / Public Domain)

lifespan is seventy-five years, and the average computer’s
lifespan is three years, for every year a computer exists,
it will age the equivalent of twenty-five human years.*
Given how quickly technology ages, the government
cannot continue to use traditional slow-moving acqui-
sition techniques and expect to remain up-to-date in a
21st-century digital world.

The omnipresent and increasing threat of cyberattacks
provides further motivation for a more dynamic pro-
curement system, because continuing to use obsolete
and outdated IT infrastructure is a virtual invitation for
cyberattacks and security breaches of sensitive govern-
ment information.’ Recognizing these issues, the De-
partment of Homeland Security’s (DHS) Procurement
Innovation Lab (PIL), a forward-leaning innovation
cell and test-bed for the development of cutting-edge
procurement techniques, has identified several key goals
that will enable the government to evolve more rapidly,
including:

* Lowering entry barriers for innovative, non-tradi-
tional contractors;

* Shortening the time-to-award, thereby delivering
capabilities to customers faster;

*  Encouraging competition by providing interested
vendors with an improved understanding of the
goals and objectives for each procurement; and

* Increasing the likelihood of successful outcomes by
refining evaluation techniques to identify the most
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qualified contractors.

Ultimately, smart risk-taking, lower proposal develop-
ment burden, and clear alignment between solicitations
and mission objectives help DHS yield better solutions
more quickly, improve contract performance, and pro-
vide savings to the taxpayer.°®

The most important recognition, in the authors’ view, is
the acknowledgement of the time value (or lost op-
portunity cost) associated with the interminable pace
of current acquisition procedures. Metrics such as the
“Procurement Acquisition Lead Time” (PALT), the
amount of time it takes a contracting officer to award

a contract, indicate a growing awareness of the tangi-
ble costs of delays in the form of implementation of
obsolete systems “out-of-the-box,” and the resulting
increased cybersecurity risks.”®

There is also a recognition that, in order to obtain true
IT innovation, the government should, indeed must,
turn to existing commercial technologies and determine
how best to bring them into government.’

THE GROWTH OF COMMERICAL ITEMS:
FASA AND BEYOND

The preference toward the federal government using
commercial technology has already been the subject of
multiple legislative initiatives, starting with the 1994



passage of the Federal Acquisition Streamlining Act
(FASA)."® FASA was designed to streamline the acqui-
sition by introducing simplified acquisition procedures
and pushing program offices to buy commercial-off-the-
shelf (COTY) items whenever possible by making them
much quicker and easier to purchase than traditional ac-
quisition methods.!" The Act establishes a preference for
the government’s use and adoption of commercial tech-
nologies that provide the best value to the government,
rather than focusing solely on the lowest offer.'” The
reason for this transition is simple: the bulk of research
and development has migrated from the government

to the private sector.”® The federal government is now
hopelessly outclassed in terms of cutting-edge technolo-
gy development and needs to adapt accordingly.

Both federal chief information officers, as well as their
acquisition staff, now realize that meeting the emerging
requirements of the Federal I'T Acquisition Reform Act
(FITARA) as well as Office of Management and Budget
(OMB) policies such as Cloud Smart and the recently
revised OMB Data Center Consolidation Initiative
require extensive reliance upon commercial systems

and commercial technologies.' To better address these
concerns, acquisition professionals have shown, with
proper leadership, a remarkable agility in embracing
new procurement techniques.” Groups such as DHS’s
PIL have spearheaded training and dissemination of best
practices and rapid procurement techniques across mul-
tiple program offices.'® Some of these techniques mimic
the approach taken by venture capitalists and others in
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the private sector.

TRANSITION FROM FIRM FAR PRACTICES TO
FLEXIBLE RAPID ACQUISITION TECHNIQUES

The Federal Acquisition Regulation (FAR) rules were
drafted to ensure a uniform standard for acquisition
across the entire federal government."” It serves as a
guidepost for contracting officers (COs) and seeks to
ensure that the government receives the best technolo-
gies, goods, and services at the fairest price possible.'
However, the FAR has proven to be ineffective in
allowing COs to keep up with the rapid advancement of
technology: COs have become consumed by checking
boxes, rather than satisfying the needs of the end user.

These regulations have allowed bloated and slow-mov-
ing legacy contractors to dominate most I'T contracts,
utilizing their vast resources to establish offices dedicat-
ed to securing government contracts almost perpetual-
ly.”” Meanwhile, nontraditional contractors offering new
and innovative technologies are unable to compete due
to their lack of experience and inability to meet the bu-
reaucratic requirements. Further, many leading I'T com-
panies, such as the ones in Silicon Valley, are unwilling
to even attempt to work with government because of its
notoriously complex and unfriendly intellectual proper-
ty (IP) policies attached to traditional procurements.

In response, Congress has been testing the water by
implementing rapid acquisition techniques across the

IRD Management Integration Office Chief*Amy Kennedy-Reynolds speaks about FITARA (NASA / Public Domain)
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federal government, including Small Business Inno-
vation Research (SBIR) Phase III, Other Transaction
Authority (OTA), and the Commercial Solutions Open-
ings (CSO) Pilot Program. While these programs are a
promising starting point, each has unique advantages
and disadvantages that should be examined and refined
to ensure that the government can effectively keep

pace with the technological advancement of the private
sector.

The SBIR Phase III program is a glowing example of the
U.S. government trying to avoid the grasp of large lega-
cy contractors and looking to smaller start-up businesses
for innovation. The goal of this program is to allocate
funding to small businesses and non-profit U.S. research
institutions so that they can pursue new technological
research and develop it in to commercially viable prod-
ucts without fear of sacrificing ownership, IP rights, or
future profits.?’ To limit waste of taxpayer dollars, the
program utilizes a tranched phase-oriented methodolo-
gy ensuring that only the most promising, commercially
viable products continue to receive resources.”! Each
phase has specific dollar values and time limits with
which to comply.? Successful awardees move to the
next phase, receiving additional funding and the poten-
tial for follow-on contracts, while costly and ineffective
ideas are scrapped with minimal investment by govern-
ment.?

While the SBIR Phase III technique is an effective way
to streamline procurements using the FAR, the first tru-
ly rapid acquisition authority that Congress created to
bypass the FAR is the OTA.* OTAs are flexible agree-
ments that often have minimal standard requirements,
other than cost sharing, and are designed to encourage
faster research or prototyping with less administrative
intervention and overhead costs.” Specifically, OTAs
allow the government to work directly with the private
sector to solve issues in a faster, more effective manner,
without having to worry about “checking the boxes”

required by the FAR.

OTAs are beginning to gain significant traction with
help from programs like DHS’s PIL and the Defense
Innovation Unit (DIU).?* However, these awards often
require cost-sharing agreements and are only available
for specific agencies enumerated by Congress.” Despite
these drawbacks, OTAs have given smaller innovative
tech companies that typically avoid the government,
due to FAR-based obstacles, a way to work with the
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government that is similar to how they conduct business
commercially.

While experimenting with OTAs, DIU developed and
piloted a new acquisition technique, coined the Com-
mercial Solution Opening.?® CSOs allow the govern-
ment to post a general solicitation to fulfill a need
without outlining a specific methodology, allowing the
private sector to propose unique solutions.” The private
sector can choose to either develop new technology to
meet the need, which would be difficult considering
the relatively short PALT, or meet the need with tech
that is available commercially with little or even no
modification to fulfil the need in the most efficient way
possible. These awards are similar to Broad Agency An-
nouncements (BAAs), but rather than being restricted
to a general government purpose, CSOs allow for the
acquisition of the technology for specific programs.*
Based on the success of the CSOs, Congtress authorized
the Department of Defense (DoD) and General Services
Administration (GSA) to participate in an official pilot
program by the same name.”!

CSOs are not regulated under the standard rules of

the FAR, allowing the contracting officer much more
discretion to base the decision on the fulfillment of the
needs of the government, rather than a generic selection
standard.?? However, with this discretion comes some
significant limitations.* Both the GSA and DHS have a
hard cap of USD 10 million on any CSO award, while
DoD must notify Congress about any award over USD
100 million.** Additionally, the authority has only been
delegated to the GSA, DHS, and DoD for this iteration
of the CSO pilot program.®

While none of these techniques are perfect, they have
made Congress aware that changes need to be made.
With these techniques, contracts are being awarded
faster, the government has received more current tech-
nology, and contracting failures tend to be caught earlier
with less investment by the government. Although these
are significant improvements, the government still needs
to make modifications to maximize the strength of the
rapid acquisition techniques while also eliminating
weaknesses indicated by past failures.

A PROMISING FUTURE FOR INNOVATION:
THE IRS PILOT PROGRAM

One potentially disruptive approach is being piloted



Washington, D:C., USA. Internal Revenue Service Building (Ken Lund / CC BY-SA 4.0)

by none other than the Internal Revenue Service (IRS).
The IRS has one of the most notoriously antiquated
legacy infrastructures of any agency across the federal
government.* In a recent report from June 2018, the
GAO noted that the IRS spent USD 2.7 billion on its
IT investments in 2016, of which USD 1.9 billion was
spent on operation and maintenance of its existing sys-
tems.”” A large portion of these maintenance costs come
from the IRS’s reliance on legacy programming languag-
es and outdated hardware. These have increased costs
from inefliciencies and a lack of qualified IT individuals
who can effectively work the outdated systems.*®

According to the GAO, of the USD 684.2 million in
hardware associated with the IRS’s Mainframes and
Servers Services and Support (MSSS) program, which
makes up 73 percent of the IRS’s total infrastructure,
approximately USD 430.3 million (63 percent) is
outdated.”” Beyond being inefficient, these outdated
systems pose increased maintenance costs, upwards of
25 percent more per year, and significant risks to the
ability of the IRS to handle its core function: taxes.*’
IRS officials have stated that relying on current MSSS
hardware “has the potential to expose IRS to equipment
failures that could preclude its systems from supporting
the annual tax filing season....”*! As one can clearly

see, it is not a lack of investment or funding by the IRS
that is the source of the problem; rather, it is the lack of
communication and consultation with IT experts in the
private sector.
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Facing significant backlash from the GAO and Con-
gress, the IRS reevaluated how it acquired IT services
for its deficiencies and created the IRS Pilot Program.*
This program utilizes a five-phase process involving:
communication and discussions with the private sector
about the IRS’s needs; evaluating potential solutions
submitted by the private sector; testing the prototypes
on an individual scale; testing an initial deployment at
the local scale; and testing a limited/pilot deployment at
a regional/national scale.®> Each phase is tranched with
specific time and monetary limits and requires signifi-
cant merit to progress to the next phase.*

Essentially, this process allows ineffective and inefficient
ideas to be weeded out at each phase, leaving only the
best ideas. From there, the IRS will use follow-on pro-
duction contracts to select winning solutions to imple-
ment. Under the highly respected procurement leader-
ship of programs like DHS’s PIL or DIU, this program
approach has the possibility of transforming the IRS’s
legacy IT systems in to a shining example for the rest of
the federal government.

A MODEST LEGISLATIVE PROPOSAL

The U.S. federal government desperately needs to ac-
celerate these emerging techniques. Certainly, one size
will not fit all circumstances. However, the pluses and
minuses of these techniques outweigh the risks posed
by the current status quo. Smart policy development
can accelerate this process even further, and legislation



An electroplater uses a newrcoating process developed under the SBIR program (Alex R. Lloyd./ Public Domain)

can accelerate this process. While still notional, there
are several concepts that need to be adopted across the
federal government.

The first concept is the incorporation of OTA and
CSO language in all civilian agencies through modifi-
cation to the public contracting statutes found in Title
41 of the U.S. Code. Through this implementation,
the federal government could still utilize the FAR for
non-time-sensitive items but have the option to use
OTAs and CSOs to capitalize on the innovation of

the private sector where necessary. Congress could add
controls such as monetary limits, or even penalties, for
the abuse of the system, but it is essential that agencies
are given more leeway in their decision-making process.
The best assurance of success is for Congress to mandate
every agency has an acquisition center for excellence

following the model of DHS’s PIL.

By requiring agencies to adopt these acquisition centers
for excellence, Congress would be ensuring that there
are always acquisition experts available to contracting
officers, regardless of to which agency they belong.
These centers would serve as a central hub where con-
tracting officers can receive training, ask questions,
learn about best practices and reevaluate what it means
to achieve the best results for the government. Addi-
tionally, by having all these hubs communicate with
one central “acquisition excellence leader,” information
could easily be disseminated, whether it be about a new
acquisition method, shining examples, or practices to
avoid.
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Finally, phase-based acquisition should be incorporat-
ed into all acquisitions. SBIR Phase III has shown to

be an effective way to progress a solution from an idea
through to production and fielding with minimal risk
or investment by the government but maximum inno-
vation and speed of implementation of the solution. By
adopting a phase system where the government allows
business to fail fast and fail cheaply, it effectively limits
its liability while also serving as a chance for the gov-
ernment to gain insight in to what types of solutions to
avoid in the future. Additionally, phase-based acquisi-
tions couple well with bounties and other prize-based
awards, which have shown to be effective at encouraging
innovative solutions from smaller universities and re-
search institutions that often lack the ability to contract
with the government. By utilizing prizes in early phases
of acquisition, the government can receive solutions for
very little upfront cost and utilize the solutions in future
phases or solicitations.

CONCLUSION

The United States’ IT sector is one of the most advanced
and prosperous in the world. Meanwhile, the govern-
ment’s most critical I'T infrastructures, such as those
controlled by the Internal Revenue Service, are severely
outdated legacy systems that have a high risk of failing
or succumbing to cyberattacks that jeopardize national
security. The government cannot hope to consolidate,
protect, and transform its aging base of legacy I'T with-
out doing something dramatically different in terms of
its acquisition procedures. If the hope and promise of
a 21st-century digital government is to be fulfilled, we



need to enthusiastically embrace risk-taking and the
“need for speed” in our core procurement practices.

Only in this fashion can government evolve into the
21st century.
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Periodically there are
discussions in nuclear-
armed states about using
nuclear weapons in a
broader envisaged range of
situations than just strictly
for retaliatory purposes in
the case of a major attack
against them or their allies

Geneva, Switzerland. States discuss nuclear disarmament
(ICAN Australia / CC BY SA 4.0)



Nuclear Weapons with 21st Century

Technology

A Conversation with John Borrie

Interviewed by FSR Staff

Fletcher Security Review: To begin, could you describe
your current role at the UN?

John Borrie: Sure. Well, I'm the chief of research at the
UN Institute for Disarmament Research or UNIDIR.
We're a voluntarily funded autonomous research insti-
tute within the UN family. We carry out independent
research on all aspects of disarmament and arms control.
My job here is to advise the director, oversee the devel-
opment of the research program, carry out quality assur-
ance on our research as well as to do my own research.

FSR: What is your research currently focusing on?

JB: Well, I focus on different things at different times.
My major interests at the moment include issues around
nuclear disarmament and deterrence policies, and
technology such as a hypersonic missiles, which could
have an impact on nuclear stability. I've been doing
some work in the context of oversight and accountabil-
ity mechanisms for the use of armed un-crewed aerial
vehicles (UAVs)—drones—including their implications
for stability. I've also been involved in a project here on
gender and disarmament. Lastly, I also have an interest

in research that is aimed at informing efforts to try to
enhance civilian protection from the use of explosive

weapons in populated areas. I do all sorts of stuff, but
nuclear is sort of my “bread and butter.”

FSR: So for countries like the United States or Russia,
what conditions do you think would need to be created
for them to make steps in the direction of a nuclear-free
world?

JB: Well, it depends. I think that there are some, such as
Professor Nick Ritchie, who argue that nuclear weap-
ons need to be devalued in their policies, practices and
doctrines. Nuclear weapons are seen as politically very
important by quite a few states at the moment—not
just states that have them, but some other states who
want them or might like to have them in the future.
Nuclear weapons are associated with status. And period-
ically there are discussions in nuclear-armed states (such
as Russia and the United States) about using nuclear
weapons in a broader envisaged range of situations than
just strictly for retaliatory purposes in the case of a ma-
jor attack against them or their allies.
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Personally, I think that if we are going to move away
from nuclear weapons, then it will demand a change of
perception and minds of policymakers about the util-
ity of these weapons, as well as other elements such as
strengthening of the norm against their use. That could
come about in a number of different ways, but it’s going
not going to be easy. One of the issues with nuclear
weapons is that this technology is more than 70 years
old, and some of the ways policymakers have of think-
ing about those weapons and nuclear deterrence are
almost that old, and are very deeply embedded. During
the Cold War we essentially had a bipolar confrontation
between the US and the Soviet Union and their respec-
tive allies, and now we have a much more complicated
world in which we have a number of technologies that
call into question the continued applicability of nuclear
weapons for deterrence purposes because of the ambi-
guity they create in crisis situations. For example, cyber
offensive capabilities, which are difficult to attribute

to any particular actor, may not necessarily physically
damage to a society’s infrastructure or kill anyone. But
offensive cyberoperations might be very damaging—
even crippling—in terms of theft of money or intellec-
tual secrets or personal data about people. It’s challeng-
ing to see how nuclear weapons can be used coherently
to deter that.

At UNIDIR, we're also looking at implications of other
technologies which are becoming entangled with nucle-
ar weapons and nuclear doctrines. For example, space-
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based infrastructure is pretty crucial to some modern
nuclear command and control systems. Attacks on or
threats to that infrastructure might be taken by certain
countries like the US, China and Russia as demanding
a response with nuclear weapons before they lose the
capability to do so. Then there are also new advanced
conventional missile capabilities that are specifically
designed to overcome missile defenses to destroy high
value targets, which might include nuclear command
and control. All of these create ambiguity in terms of
nuclear doctrines and practices. These are headaches for
nuclear policy makers, not to mention the fact that we
have nine nuclear states, not five, and crisis communica-
tion between these states...It's not especially good.

FSR: In terms of new technologies, which do you see or
have you already seen becoming entangled with nucle-
ar technologies? Is Al going to be a part of the nuclear
conversation?

JB: A lot of current discussion about Al is largely
speculation. I mean, I've just mentioned space. We can
already see it because we've got at least three states that
have already tested anti-satellite capabilities. The United
States, China, and Russia all have tested surface-based
capabilities that could knock out satellites, some of
which are important for nuclear command and control.
So, this entangles it further. And if countries start mil-
itarizing space to an even greater extent than is already
the case, for example, by placing weapons there, then
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that will create further entanglement with new missile
capabilities as I just mentioned. Then there are missile
defenses themselves, which incrementally are improving
in some ways. This can create fears, for example, in Chi-
na or Russia, that the US won't be vulnerable anymore
to nuclear retaliation, at which point nuclear deterrence
breaks down for them. Then you've got cyber. We've
already seen evidence presented by people like David
Sanger, the New York Times journalist, and others, of
cyber hacking of very important systems, for example,
in North Korea by the US as well as North Korean
hacking of economic targets like Sony Pictures. Earlier
we saw Stuxnet impacting the Iranian centrifuges. It’s
not inconceivable that nuclear command and control
systems might be vulnerable to cyber offensive opera-
tions. All of these things can introduce ambiguity about
nuclear command and control chains. They can poten-
tially create “use it or lose it” situations.

And then you've got so-called autonomous weapons

or increasing autonomy in weapon systems as we tend
to think about it in UNIDIR. You've got autono-
my-in-motion systems like loitering munitions or in
increasingly autonomous drones. And then on the
other hand, you've got autonomy-at-rest systems. These
latter capabilities might come to play a role in nuclear
command and control systems because of the speed of

John Borrie

warfare and the huge amount of sensory information
coming in. It means nuclear decision makers may come
to rely on “machine learning” or other technologies
described as “Al” to help triage and sort information in
order for them to make timely decisions. Now the issue
with that is you can't necessarily see how these systems
are operating in real time and what assumptions they
were operating on, so that can potentially create some
issues since its difficult, among other problems, to instill
contextual understanding into algorithm-based systems.

A RAND study from earlier this year said that some

of these Al techniques will make it easier, potentially,

to find mobile ICBM launches. That can create “use it
or lose it” situations. If you're in China and you think
that the United States knows where all of your nuclear
missiles are and could attack them, then you might be
tempted to use them before they’re destroyed. Con-
versely, if you're on the other side you might feel very
tempted in a crisis situation to strike preemptively to
take those launchers out of commission. All of these
prospects would create ambiguity, and ambiguity, when
we're dealing with crisis escalation, is bad. But right
now, we're right at the outset of the “Al age” and it’s
hard to predict how these technologies and related mili-
tary capabilities are going to evolve.

John Borrie is the research coordinate and program lead at the United Nations Institute for Disarmament Research.
He'’s currently working on continuing and expanding dialogues about disarmament and the impact of nuclear weapons
on humanitarian affairs. He previously worked on weapons control for both the International Committee of the Red
Cross and as a New Zealand diplomat. Borrie holds a doctorate in philosophy from the University of Bradford.
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government, making it a
key elementiof the country’s
national security, what is
the best way to protect the
grid from terrorist, weather,
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Resilient Power
A New Model for Grid Security

Lewis Milford & Samantha Donalds

In the last few years, Washington has been
preoccupied with a debate about the security of the na-
tion’s electric grid. The debate is as old as the grid itself:
as electrification has come to drive all commerce and
government, making it a key element of the country’s
national security, what is the best way to protect the
grid from terrorist, weather, or cyber-related threats or
attacks?

As with most things of a political nature, where you
stand depends on where you sit.

Proponents of coal, oil, and nuclear make the argu-
ment that traditional large-scale power plants are not
only vital to grid stability, but also that this centralized
generation model is the only economically or techno-
logically feasible option." It’s an old argument wrapped
in new national security rhetoric, and it’s increasingly
straining against the facts. More and more analysis

and real-life examples show that distributed renewable
energy, combined with energy storage technologies, can
provide reliable power more affordably and reliably than
the centralized generation alternatives.

The argument in favor of large-scale power plants is also

based on incorrect assumptions about the true nature of
p

grid stability. According to a recent study:

The vast majority of outages across the power system are
caused by weather events rather than generation-level
failures (including fuel supply failures). Furthermore,
most outages caused by natural events harm electric
T&D transmission and distribution assets in common
ways, leading to the conclusion that the most practical
way to improve resilience and reliability is to address
T&D and grid operations rather than generation and
fuel issues.?

In other words, the real threats — and solutions — to grid
security occur not at the central generation level but at

the local distribution level.

The U.S. electrical distribution system is a massive, out-
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dated, and extremely fragile web of poles and wires. It

is vulnerable not only to weather, but also to car crashes
and squirrels. One small incident can cause a large and
prolonged blackout. In the much less likely scenario of
a terrorist attack on the electrical grid, the target would
not be the distribution system but rather at the central
generation or substation level, for maximum impact and
ease of targeting.’ In both scenarios, whether an outage
is accidental or intentional, the centralized nature of our
grid is a serious liability.

The best solution to the national security problem posed
by power outages is the new field of distributed “resil-
ient power.

WHAT IS RESILIENT POWER:?

“Resilient power” is the ability to provide continuous,
reliable power to critical facilities and services if the
main grid goes down. In order to be truly resilient, the
energy generation should be clean and affordable.

Resilient power systems include the following elements:

* Distributed generation. Smaller-scale clean energy
resources located at, or near, the sites where the
power will be used. Reduced transmission distance
is both more affordable and more secure. Energy
sources can include renewables like solar or wind or
combined heat and power (CHP) systems.*

* Energy storage. Energy storage is often called the
“holy grail” of the clean energy revolution for a
good reason: it allows us to store clean solar and
wind power for use when the sun isn’t shining, and
the wind isn’t blowing. This is both an environmen-
tal and economic win.

e Smart grid technology. This includes the ability for
building energy systems to act as a “microgrid” by
islanding and disconnecting from the main grid, the
ability to use energy storage for grid services, as well
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as the ability to protect from cyberattacks.
HOW RESILIENT POWER SYSTEMS WORK

One of the most economically resilient power technol-
ogy combinations is a solar photovoltaic system (PV),
combined with energy storage (solar + storage).

When the main grid is functioning normally, the solar
panels will generate power during daylight hours. The
battery storage system will save excess generation for use
during a power outage and be deployed for electric bills
savings and monetizable grid services at strategic times.’

During the event of an outage, the solar + storage sys-
tem will disconnect from the grid, allowing it to safely
supply power to critical building loads, such as heating,
common area lighting, or refrigeration. These “microg-
rid” systems can also be completely independent from
the main grid, allowing the energy systems to provide
100 percent of a building’s power needs at all times.

In the town of Sterling, Massachusetts, a solar + stor-
age microgrid can power the town’s police station and
emergency first responder facility for up to 12 days in
the event of a grid outage. Besides the benefits to com-
munity safety, the Sterling microgrid also has excellent
economics, saving ratepayers USD 400,000 per year.®

Energy storage systems paired with other renewable
technologies function similarly to solar + storage sys-
tems and provide a similar range of benefits. For exam-
ple, the remote island community of Kodiak, Alaska
relies on a wind+ hydro+ storage microgrid for clean,
resilient, and affordable power.’

HOW RESILIENT POWER ENHANCES
SECURITY AND SAVINGS
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Resilient power technologies could benefit almost

any facility type, from Walmart® to the U.S. military,
but they are also well suited for facilities that support
low-income and vulnerable populations (affordable
housing, nursing homes), medical facilities (clinics, hos-
pitals), and other critical community resources (fire sta-
tions, emergency shelters, wastewater treatment plants)
where prolonged power outages could be catastrophic to
local communities.’

Resilient power technologies make economic sense for
many commercial customers, but not all — though the
economics are greatly improved when the avoided costs
of power outages are considered.'’ These costs can be
substantial; power outages from Hurricane Sandy cost
an estimated USD 27-52 billion in economic losses,
including lost wages, spoiled inventory, and damage to

the grid."

HOW STATE AND LOCAL POLICY IS HELPING
THE TRANSITION TO RESILIENT POWER

Following Hurricane Sandy’s historic destruction and
outages, states and municipalities began to develop
programs to encourage the development of resilient
power projects in their communities. Examples of state
programs include the Massachusetts Community Clean
Energy Resiliency Initiative,'> Maryland’s Community
Resiliency Hub Grant Program," and Puerto Rico’s
Disaster Recovery Action Plan.'" Successful programs
share many of the following elements: recognition

of the importance of providing critical services in an
emergency, prioritization of low income and otherwise
vulnerable communities, provision of adequate funding
and technical assistance, and support for a variety of use
cases.

Policymakers take note: as disasters like Sandy and Ma-
ria become the new normal, the economic and human-



itarian case for resilient power will only become more
potent. To lessen the devastation and economic impacts
from future power outages, we need a new definition
of national strategy to include a resilient, distributed

model of grid security.

! “The resiliency of the nation's electric grid is threatened by the premature retire-
ments of power plants that can withstand major fuel supply disruptions caused by
natural or man-made disasters and, in those critical times, continue to provide elec-
tric energy, capacity, and essential grid reliability services. These fuel-secure resources
are indispensable for the reliability and resiliency of our electric grid - and therefore
indispensable for our economic and national security. It is time for the Commission
to issue rules to protect the American people from energy outages expected to result
from the loss of this fuel-secure generation capacity.” From “Notice of Proposed
Rulemaking for the Grid Resiliency Pricing Rule,” Microgrid Knowledge, September
2017, pages 2-3. 2 Alison Silverstein et al., “A Customer-focused Framework for
Electric System Resilience,” May 2018, page 13, <https://gridprogress.files.word-
press.com/2018/05/customer-focused-resilience-final-050118.pdf>.

3 See: Thomas Griffith, "Strategic Attack of National Electrical Systems," Air Univer-
sity Press, 1994, <https://apps.dtic.mil/dtic/tr/fulltext/u2/a425504.pd>; For a recent
example, see the 2014 attack on a substation in California: Rebecca Smith, “Assault
on California Power Station Raises Alarm on Potential for Terrorism,” Wall Street
Journal, Feb. 5, 2014, <https://www.wsj.com/articles/assault-on-california-pow-
er-station-raises-alarm-on-potential-for-terrorism-1391570879>.

4 Combined heat and power (CHP), also known as cogeneration, is an on-site power
generation unit which produces and uses both electricity and heat. CHP systems are
considered to be energy efficient because they make use of heat that would otherwise
be wasted, and they can also be considered "clean" if powered by biomass rather
than fossil fuels. CHP systems are commonly found on college campuses, hospitals,
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manufacturing facilities, and other large institutions. Learn more at https://www.
epa.gov/chp/what-chp.

> Lars Lisell, “When Does Energy Storage Make Sense? It Depends,” National
Renewable Energy Laboratory, Feb. 28, 2018, <https://www.nrel.gov/state-local-trib-
al/blog/posts/when-does-energy-storage-make-sense-it-depends.html>. 6 “Sterling
Municipal Light Department Energy Storage System,” Clean Energy Group, 2018
<https://www.cleanegroup.org/ceg-projects/resilient-power-project/featured-installa-
tions/sterling-energy-storage/>.

7 Rachel Waldholz, “What can Kodiak teach the world about renewable energy? A
lot,” Alaska’s Energy Desk, KTOO Public Media, Sept. 15, 2017, <https://www.
ktoo.org/2017/09/15/can-kodiak-teach-world-renewable-energy-lot/>.

# Seth Mullendore, “Walmart + SolarCity = Solar+Storage,” Clean Energy Group,
November 2014, <https://www.cleanegroup.org/walmart-solarcity-solar-storage/>.

9 “Featured Resilient Power Installations,” Clean Energy Group, <https://www.
cleanegroup.org/ceg-projects/resilient-power-project/featured-installations/>.

1 “Valuing the Resilience Provided by Solar and Battery Energy Storage Systems,”
National Renewable Energy Laboratory and Clean Energy Group, 2018, <https://www.
cleanegroup.org/ceg-resources/resource/valuing-resilience-solar-battery-energy-stor-
age/>.

! “Distributed Solar PV for Electricity System Resiliency,” National Renewable
Energy Laboratory, 2014, <https://www.nrel.gov/docs/fy150sti/62631.pdf>. 12
Todd Olinsky-Paul, “Massachusetts Gets Serious About Resilient Power,” Clean
Energy Group, July 2018, <https://www.cleanegroup.org/massachusetts-gets-seri-
ous-about-resilient-power/>. 13 Maryland Energy Administration - Resiliency Hub,
<https://energy.maryland.gov/Pages/Resiliency-Hub.aspx>.

14 “As Hurricane Michael damages the Southeast, Puerto Rico provides lessons on
resilient power,” Lew Milford, Clean Energy Group, October 23, 2018 <https://
www.cleanegroup.org/as-hurricane-michael-damages-the-southeast-puerto-rico-pro-
vides-lessons-on-resilient-power/>.

Lewis Milford is president and founder of Clean Energy Group (CEG) and Clean Energy States Alliance (CESA), two

national nonprofit organizations that work with state, federal, and international organizations to promote clean energy
technology, policy, finance, and innovation. He is also a nonresident senior fellow at the Brookings Institution. He works
with many public agencies and private investors in the United States and Europe that finance clean energy. He is
frequently asked to appear as an expert panelist at energy conferences throughout the United States and Europe. His
articles on clean energy have appeared in many print and online publications including The New York Times, The Bos-
ton Globe, The National Journal, The Huffington Post, and Renewable Energy World. Before founding these two orga-
nizations, he was Vice President of Conservation Law Foundation, New England’s leading environmental organization.
Prior to that, he was a government prosecutor on the Love Canal hazardous waste case in New York and previously
directed the Public Interest Law Clinic at American University Law School where he represented veterans on a range of
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A low-grade separatist
Insurgency continues to
fester.in Baluchistan, and
separatists will continue to
target energy infrastructure
when they sense good
opportunities
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Insufficient Energy Technology in

Pakistan

A Conversation with Michael Kugelman

Interviewed by Arthur Sanders Montandon

Fletcher Security Review: Pakistan’s energy infrastruc-
ture is notoriously problematic. In your 2015 essay
“Easing an Energy Crisis That Won't End,” you wrote
that China’s recent investment of USD 35 billion in
energy projects in Pakistan will not be enough to solve
the country’s chronic issues such as recurring power
outages, ineflicient infrastructure-induced debt, and
wasteful transmission and distribution mechanisms that
waste up to 20 percent of the energy produced in the
country. You pointed out that the root cause of this is
not only insufficient energy supply, but bad governance.
Non-state armed groups, such as the Pakistani Taliban
in April 2013 and Balochi insurgents in January 2015,
have targeted Pakistan’s energy installations to further
deteriorate the government’s ability to provide basic
goods to its population.

Since the essay was published, what has been the Paki-
stani government’s energy policy and how do you evalu-
ate it? What are the effects of Pakistan’s energy crisis on
the country’s stability and security environment?

»

Michael Kugelman: The Pakistani government,
which has been on the defensive for several years due
to anti-government protests and corruption allegations,
deserves some credit here. The ruling Pakistan Muslim
League Party-Nawaz (PML-N) was swept into power
in 2013 with a mandate to fix an energy crisis that had
become so acute that you had power outages of up to
15 hours a day in some areas in the summer months.
The crisis had major negative impacts — such as elec-
tricity-less factories having to shut down and lay off
their employees — on the economy. Today, the energy
crisis is still there, but it has eased at least modestly. The
daily outages are not as long, and perhaps most impor-
tantly the debt within the energy sector — which had
ballooned to several billion dollars at one point several
years ago — has been reduced after the government
acquired money from commercial banks to finance the

debr.

The verdict is split, however, on why Pakistan has
arrived at this better point. The government and its sup-
porters will point to effective policy — such as adding

Mangla Dam, Pakistan. United States Ambassadorpledges new support to alleviate the energy crisis

(U.S. Embassy Pakistan / CC_BY-ND#«4%0)
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more electricity to the grid through a series of newly
inaugurated power plants. Detractors, however, will
suggest that external factors — like cheaper global oil
prices and robust flows of remittances into Pakistan—
have been more responsible for helping ease the crisis.
Ultimately, the truth may be somewhere in between.
The bottom line, however, is that the root causes of the
energy crisis remain entrenched. These include poorly
functioning infrastructure that lead to transmission and
distribution losses in excess of 20 percent, distorted
pricing regimes that result in people not paying their
energy bills and not getting penalized for it, and above
all institutional dysfunction that involves too many
ineffective government agencies being saddled with
energy-related responsibilities. It’s just a matter of time

before the energy crisis flares up in a big way once again.

In a volatile country like Pakistan, energy insecurity

can have troubling implications for stability. On small-
scale levels, this can include violent protests in cities
when the power goes out on very hot days. On broader
levels, militants can try to exploit energy vulnerabilities.
As you note, two prime sources of anti-state violence
— Islamist militants and separatist insurgents — have
frequently attacked power grids, knowing that taking
out a single grid station can plunge large parts of the
country into darkness. The good news is we haven't seen

these types of attacks as frequently since 2015. A big

free Balochistan
save Balochistan
ave Humanity

reason for that is the effectiveness of a Pakistani mili-
tary counterterrorism offensive against anti-state terror

groups, particularly the Pakistani Taliban, which was
launched in 2014.

Still, a low-grade separatist insurgency continues to fes-
ter in Baluchistan, and separatists will continue to target
energy infrastructure when they sense good opportu-
nities. The Baluchistan insurgency is in itself a strong
case study of the tight links between energy insecurity
and instability. The insurgency is fueled, in great part,
by what locals perceive to be the inequitable exploita-
tion of Baluchistan’s abundant natural gas riches. The
Baluch accuse the state, often with the connivance of
private companies, of extracting natural gas without
ensuring that sufficient amounts remain for local use.
It’s a very similar dynamic to the Naxalite insurgency in
India, where communities in eastern India — mainly
Chbhattisgarh state — accuse the government of prey-
ing on coal resources while ignoring the needs of local
residents.

A similar dynamic could well play out in Pakistan in the
coming years. In the southern province of Sindh, 175
billion tons of coal reserves lie untouched. For years,
Pakistan has tried to figure out how to extract them,

but it’s lacked the right technology. Now, with China
investing deeply in Pakistan as part of its China-Pa-
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Hindu Sena members hold a Free Balochistan demonstration against Pakistan(DharmaOrg / Public Domain)




Gwadar, Pakistan. The central port city of the CPEC project (umairadeeb / CC BY 4.0)

kistan Economic Corridor (CPEC) project, Beijing is
trying to help Pakistan reach those coal riches. This may
not sit well in Thar, a poor, bone-dry region in a prov-
ince that houses small networks of Sindh nationalists,
some of whom advocate separation from Pakistan. I'm
not saying we could see a Baluchistan-like insurgency
— separatist sentiment in Sindh pales in comparison to
Baluchistan — but if Pakistan, with China’s help, were
to start moving on the Thar coal riches, there could cer-
tainly be a rise in tensions within local communities.

FSR: If billionaire investments do not suffice to solve
the energy crisis, how can the international communi-
ty, and particularly the United States, assist Pakistan to
improve its energy problem?

MK: There are certainly measures that the international
donor community can take, but ultimately they can

Michael Kugelman

only be tactical and not long-term fixes. Above all, inter-
national support can — as it has in the past — help pay
for critical repairs to old and poorly maintained energy
infrastructure. This can go a long way toward decreasing
Pakistan’s supply-demand gap by reducing line losses
and making the generation, transmission, and distribu-
tion sides more efficient. But at the end of the day, I'd
argue that only Pakistan can address its energy problems
in a lasting, meaningful way. It will need to bring more
order to the institutional aspects of the energy sector so
that you don’t have so many different energy-focused
entities working at cross purposes. In an ideal world,
youd establish a central energy ministry — which Pa-
kistan has never had — to oversee policy and manage-
ment. Pakistan will also need to achieve a less expensive,
more diverse energy mix, so that it doesn’t overly rely on
pricey hydrocarbon imports from the Middle East, as it
does today.

Michael Kugelman is Deputy Director for the Asia Program at the Woodrow Wilson Center and is also the Center’s
Senior Associate for South Asia. He is responsible for research, programming, and publications on South Asia. His
specialty areas include Afghanistan, Bangladesh, India, Pakistan, and U.S. relations with each of them. His recent
projects have focused on India’s foreign policy, U.S.-Pakistan relations, India-Pakistan relations, the war in Afghanistan,
transboundary water agreements in South Asia, and U.S. policy in South Asia. He is a regular contributor to publica-

tions that include Foreign Policy and Foreign Affairs.
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Digitization and the Future of Trade

A Conversation with Martin Labbé

Interviewed by FSR Staff

Fletcher Security Review: Digitization has been mak-
ing big waves in the global economy and technology is
more relevant than ever. Cross border e-commerce has
become a key element of global economic activity and
new business models are dependent on movement of
data across borders. In other words, “Digital Trade” is
shaping the fourth industrial revolution. The Interna-
tional Trade Centre (ITC) has been playing an import-
ant role in ensuring that the developing world reaps

all the benefits of this growing trend. Could you talk a
little bit about the ITC’s work in this area and give us a
background of trends in digital trade from the organiza-
tion’s lens?

Martin Labbé: The International Trade Centre (ITC)
is an agency set up jointly by the United Nations (UN)
and the World Trade Organization (WTO) and its

key objective is to provide countries with trade-related
technical assistance. We work with small and medium
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enterprises (SMEs), national chambers of commerce,
export promotion agencies, and ministries of trade in
developing countries. We primarily work in Africa but
also to some extent in South Asia, the Pacific, and the
Caribbean. Historically, we have been engaged in sup-
porting the development of exports in such sectors as
agriculture, handicrafts, and tourism.

In 2005, we started getting engaged in several projects
on information and communication technologies (ICT)
for development. These were the days when we saw the
first wave of tech infrastructure being rolled out in Afri-
ca. Mobile penetration in Africa was growing, albeit at
a small level. We saw a lot of potential in using mobile
technologies to enable farmers, SMEs, and women-led
businesses to transact. A lot of these projects never went
beyond the pilot phase because of a lack of financial
capacities or of people on the ground to turn them into
successful, sustainable initiatives.
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After that, we started to explore other possibilities for
making Africa more tech-savvy. In 2010, our focus shift-
ed to supporting the information technology (IT) sector
in developing countries with the belief that they will be
better at supporting the digitization in their countries.
We did projects in Bangladesh, Kenya, Uganda, and Sri
Lanka, some of which are still ongoing. Our key objec-
tive was to develop a new kind of exports — exports that
would be happening not in containers and parcels, but
through data and fiber optic cables; all of which today
are a big part of the digital trade phenomena.

Around 2015, we saw another wave of tech-entrepre-
neurs and start-ups in the Silicon Valley and other
advanced ecosystems, smaller and more fragile than
SMEs, yet, with a potential to bring about change at

a much larger scale than traditional SMEs could have.
Commonly referred to as “unicorns,” these start-ups like
Spotify and Facebook were very successful in advanced
countries, while their growth in Africa has been limit-
ed. The very few unicorns that have been able to scale
up in the region are in fact non-indigenous companies.
For instance, the largest player in the region, Jumia, was
initiated by Rocket Internet, a German venture firm. As
an e-commerce company, fumia was first setup in Ni-
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geria and then spread across the continent. It has been
extremely successful in a variety of businesses: from
delivery of consumer goods to meal delivery. We have
also seen other investments coming in from Europe and
elsewhere.

These three waves trace the trends in digital trade from
ITC’s lens: what I'TC is interested in and supports
through its projects.

FSR: It seems like the African region is at a significant
disadvantage when compared to advanced countries and
this points to a growing “digital divide.” Further, this
digital divide seems to exist not only among countries,
but also within countries, i.e. between big and small
companies. Is it fair to say that as global trade becomes
more digitized, there will be “losers” and “winners”?
What are the international community and the national
governments doing to create a level playing field? And
how do you think this problem can be solved?

ML: Overall, digital trade is growing rapidly and there
certainly are a number of African success stories in say,
financial technology. For instance, Ce//ulant in Kenya

and other relatively small firms that we are working
with, like XENTE in Rwanda and /ntouch in Senegal.



Senior government officials from Kenyan Ministries of Education, of Science and Technology, and of ICTmeet
with UNESCO members and professors,to discuss technology in education (CopyrightX Kenya/ CC BY 4.0)

These are the firms that are contributing directly in
development of digital trade in Africa and are indeed
“winners.” But then there are smaller players that are re-
ally struggling. Poor connectivity, problems with energy
supply and fragmented markets are some of the factors
creating the “losers” in Africa.

Digital trade has moved so rapidly that governments are
struggling to catch up. It is often also noted that govern-
ments are not putting in place favorable regulations. For
instance, some countries have been keen on imposing a
tax on mobile money and social media. Such measures
are counterproductive and slow down the growth of the
digital economy. While this does not affect the larger in-
ternational players directly, it certainly hurts the smaller
businesses who don't have the same deep pockets to go

through this difficult period.

But the situation is not so bad. In a welcome move by
the WTO, over 70 countries have recently decided to
resume work on e-commerce—an indication that the is-
sue is being prioritized. Another interesting trend we see
is the emergence of tech startups trying to make a social
impact. A tech startup in Senegal, for instance, is pro-
viding a platform for fisherman to sell their fish directly
to restaurants and private customers instead of selling it
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to middlemen. This is an intermediation dream that we
have always sought to achieve. Yet again, scaling up is
difficult. The key challenge is limited access to funding.
This is not about access to finance or banks (this only
matters for large firms), but about access to business
angels and venture capital. There is almost no African
venture capital. There is a lot of global venture capital
and only 1 percent of it is going into Africa. As such,
these startups struggle to survive and scale. At ITC, we
are trying to facilitate this through deployment of angel
networks in the region. In Gambia for instance, we are
putting in place a business angel network together with
the African Business Network. The idea is to replicate
good practices coming from all African countries, in
order to ensure that these entrepreneurs have access to
capital and are able to become sustainable businesses,
quickly. The need is to address the issue and to facilitate
investments in good teams of entrepreneurs that have
the potential of becoming sustainable enterprises. This is
how you reduce the number of losers.

FSR: Could you give us a little bit of perspective on
what these small businesses and budding startups that
you engage with have to say about the issues they are
struggling with, specifically in the context of govern-
ment support?



ML: Recently, we had a group of startups joining our
executive director in Nairobi at the e-commerce week
organized by UNCTAD. We asked them if there was
anything they wanted us to share with their govern-
ments. The e-commerce startups provided us a compre-
hensive list of challenges they face. The key issues were
those related to high cost of internet services/data, poor
Infrastructure like road transport, unreliable electricity
supply, and unreliable postal services that make online
shopping significantly more difficult and less affordable.
What also bothered them were data security and mis-
trust issues. For instance, in countries like Uganda and
Nigeria people are very familiar with online scams and
hesitate to provide their financial and other personal
information online. Another issue raised was with re-
spect to the challenge of including the digitally illiterate
people who struggle to interact directly with business-
es online. In addition, a large segment of the African
population is unbanked. E-commerce businesses often
have to set up country-specific sites because of payment
issues.

The non-e-commerce startups complained that most
start-ups and SMEs were drowning in taxes even before
they could grow, if they play by the book. The Ugan-

dan government has for instance recently implemented
taxes on social media — USD 20/year — and mobile
money — a 1 percent tax on transactions. Small busi-
nesses having to pay taxes on top of data at a very high
cost is a real issue. Further, tax holidays which are given
to foreign businesses in Uganda are not given to local
businesses.

To conclude, these startups said that it was very hard
to work with the government, given that its terms and
conditions favored larger corporations. And then, there
is the issue of corruption, closely tied to the failure of
regulatory policies.

FSR: When you carry out projects in developing coun-
tries, are the governments receptive and open?

ML: Being a UN organization, it is very important for
us to engage with the governments. We are not there

to alienate the government, nor are we there to teach
lessons. But we have to be wary that we are talking
about new age, cutting-edge issues here at a point where
these countries still have a wide range of pressing issues
to deal with. Some of these countries have seen their
populations double in the last ten years. They are facing
massive infrastructure problems and high levels of un-

Nairobi, Kenya. Participants check in for Africa eCommerce Week 2018 (UNCTAD / CC BY-SA 4.0)
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employment. So talking about digitization may not be
at the very top of their priorities. Yet, there are African
countries that are taking a lead on this. Rwanda for
instance, even as a Least Developed Country, has been
extremely proactive in developing its digital economy.
They have a very well structured and articulate approach
for development of their tech sector and all government
players are actively involved in supporting emerging
entrepreneurs. This is what is also required in the rest of
Africa—having a systemic approach to build the right
infrastructure. For this to materialize, a number of play-
ers will need to come together. If there are tech startups
and hubs but the government is not engaged, banks are
not playing their role, there is no alternative funding
source or academia is looking elsewhere—the ecosystem
will be dysfunctional.

FSR: What about the emerging economies like Chi-
na or India? Where do they stand in this digital trade
architecture?

ML: The situation is totally different in India and Chi-
na. India has been able to turn its I'T and business pro-
cess outsourcing (BPO) business into a USD 100 billion
revenue stream. They have been able to build massive
companies like Tata Consultancy, WIPRO, Cognizant,
and others that have become extremely successful.
China is another great example. It started primarily with
the exports of hardware and then brands like Huawei
and Xiaomi became market leaders and world number
one handset manufacturers. Today, China is leading not
just the hardware side of the business, but also leading
innovation. So, it is a totally different scenario in the
large emerging economies. Scale has been really import-
ant: it has pushed countries like China into a virtuous
circle, whereas the lack of scale in Africa pushes those
companies in a vicious cycle as they continue to strug-
gle to increase their footprint. We are trying to fix this
through private-public dialogues as well as by working

Martin Labbé

with intermediaries.

FSR: In the larger scheme of things, where do you think
Africa stands and how long a road is left to travel to
reach where it ought to be, given all the complications
you talk about?

ML: In 2005, the mobile penetration rate was below 30
percent, restricted largely to voice and SMS and may-
be broadcast of information, but that is it. Since then,
within so little time, we have been able to get to 100
percent penetration in many African countries. We have
seen infrastructure being rolled out, the cost of data
going down, and more and more people having access
to smartphones for a cost as little as USD 50 which
was a cost of a simple feature phone back in 2005. So
there have been really massive, encouraging changes.
Many countries like South Africa, Kenya, Uganda,
Senegal, Ivory Coast, and Nigeria are taking advantage
of opportunities in Sub-Saharan Africa. Further, policy
efforts are being made at the continent level to improve
the free flow of people and merchandise across African
countries. There is a willingness to follow the example
of what is happening in Europe and elsewhere in the
world. The recently concluded Continental Free Trade
Agreement is a great example of this. New technolo-
gy continues to roll out and an increasing number of
players are deploying faster and ever more powerful
technologies on the continent. There are investments
being made to support tech entrepreneurship. These are
all positive trends that make me really optimistic. If the
governments continue with their integration efforts to
create a single African market, there will also be a single
digital African market. Once the desired framework is
put into place, entrepreneurs will independently navi-
gate the space. I would say, in the next five years, we will
have travelled a great distance. We are in fact just at the
beginning of a very positive trend.

Martin Labbé is the Tech-Sector Development Coordinator at the International Trade Centre and the Program Manager
for Netherlands Trust Fund IV (NTF V), a USD 10 million Export Sector Competitiveness Program. He manages NTF IV
Uganda and NT IV Senegal tech-sector development projects, working closely with IT sector associations & tech hubs,
SMEs and tech startups to support the internationalization of the local digital economy. He has been actively involved
in designing and managing several online and offline B2B business-development and marketing activities in developing
countries and transition economies as well as training small- and medium-sized enterprises (SME) on technology and

trade, with a focus on e-commerce.
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